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This document provides a full overview of the current state of the iISHARE scheme (v1.8).

iSHARE is a collaborative effort to improve conditions for data-sharing for organisations involved in the logistics
sector. The functional scope of the iISHARE Scheme focuses on topics of identification, authentication and
authorisation.

As of 2018, the iISHARE Scheme is publicly available to the market.
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Introduction

The purpose of this document is to provide a complete overview of the current state of the iISHARE Scheme (v1.8).

iSHARE is a collaborative effort to improve conditions for data-sharing for organisations involved in the logistics
sector. The functional scope of the iISHARE Scheme focuses on topics of identification, authentication and
authorisation.

As of 2018, the iISHARE Scheme is publicly available to the market.

Reader's guide

iSHARE's introductory section describes the scheme's starting points: its goals, the guiding principles and
the iISHARE governance framework;

The 'releases’ section describes the release notes, planning of future releases and version history of the
iSHARE Scheme;

The 'main scheme aspects' section summarises the most important functionality of the iISHARE scheme, its
framework and roles, and the technical, operational and legal provisions enabling it;

The 'use cases' section showcases the scheme's key functionalities in four use cases;

The 'detailed descriptions' section explains the in-depth Functional, Technical, Legal and Operational
agreements that, together, improve data-sharing conditions for the logistics sector;

The scheme concludes with the 'glossary and legal notices' section;

The project history provides some 'background information' about the project and assumptions on the
basis of which the scheme was co-created.

Within the iISHARE Scheme documentation, the following notational conventions apply:
« The keywords '"MUST', 'MUST NOT', 'REQUIRED', 'SHALL', 'SHALL NOT', 'SHOULD', 'SHOULD NOT',
'RECOMMENDED', 'MAY', and 'OPTIONAL' in this document are to be interpreted as described in
IETF RFC 2119 whenever this note is at the top of the chapter:
« This part of the iSHARE Scheme is considered normative and is therefore compliant with
RFC2119.

Introduction - 5
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Goals and scope of the iISHARE Scheme

The iSHARE Scheme is a collaborative effort to improve the exchange of data between organisations involved with
the Dutch logistics sector. The iISHARE Scheme results in a set of agreements which improve circumstances for data
exchange.

The ambition of iISHARE is to lower barriers for sharing data, to empower new forms of collaboration in chains and
to help scale up existing initiatives that aim to improve conditions for data exchange. The underlying assumption is
that if data can flow in a controlled and smart way, it will lead to a more efficient use of infrastructure, less carbon
emissions and a more competitive logistics sector.

The iSHARE Scheme's scope focuses on three main topics that are crucial in any data exchange context:

1. Identification;
2. Authentication;
3. Authorisation.

iSHARE focuses on these three aspects as they are considered indispensable in any communication between
parties, also in the context of exchanging logistical data. Within the iSHARE Scheme, agreements are made on the
above three topics with the aim of to work towards a more uniform, straightforward and controlled way of
exchanging data on a bigger scale than is possible right now™*.

« Uniform: one uniform way of working across all types of modalities, small and large organisations, public
and private organisations, suppliers and receivers of data or their softwarepartners, etc. iSHARE aims to
create new possibilities for efficiency improvements, time gains and cost savings.

« Straightforward: Easy to connect with new, existing and third-party business partners throughout the
sector, more certainty on trustworthiness of parties you exchange data with, a building block which is easy
to implement by your software partners or your IT department and an addition that empowers your existing
solutions.

« Controlled: The basic principle within iISHARE is that the owner of the data stays in control at all times; the
owner decides with whom what data is exchanged on what terms.

These three aims can only be reached when a variety of perspectives are considered during the establishment of
the scheme. To this end, a variety of organisations are involved in defining the agreements for iSHARE. During the
co-creation phase of the iSHARE project, the involved organisations invest in the iISHARE Scheme in terms of
expertise.

*Notes:

« The scope of the iISHARE Scheme does not include the specification of possible business models for sharing
data and/or payments related to data exchange;

« The iSHARE Scheme can in some way be compared with the institute of the passport: the iISHARE Scheme
will be usable by anyone who owns a digital identity compatible with the iISHARE Scheme. This will greatly
simplify authentication and authorisation processes, also between different organisations (however: even
though organisations can have valid certificates, it does not rule out possible malign intentions).

Introduction - 6
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Guiding principles

To achieve the goals of the iISHARE Scheme, it is paramount to stay close to a set of guiding principles. As time
progresses new principles can be defined, existing principles can be adapted or dropped if deemed necessary. The
guiding principles were defined using the format as suggested* by TOGAF 8.1.1 architectural principles.

The following principles define the iSHARE Scheme and must be kept in mind at all times during further
development (see details of guiding principles below):

Principle #

1

2

Principle name

Generic building block to enable data exchange

Limited scope: identification, authentication, and authorisation
Leverage existing (international) building blocks

Agnostic towards nature and content of data

Benefits outweigh investment for all types of participants

International orientation

Guiding principles details:

Principl
el

Stateme
nt

Rational

e

Implicat
ions

Principl
e2

Stateme
nt

Generic building block to enable data exchange

iSHARE is a generic identification, authentication and authorisation scheme to be used as enabler
for data exchange in logistics

In every exchange of data, identification, authentication and authorisation are fundamental factors.
iSHARE aims to simplify processes of identification, authentication and authorisation as a generic
solution to facilitate data exchange in the logistics sector.

« The iSHARE Scheme will allow for extension or adaptability so it can be used in situation/sector
specific cases;

« The iSHARE Scheme will not cater to a specific sector or market, it is applicable in an N amount
of cases;

« The iSHARE Scheme will not be a point solution.

Limited scope: identification, authentication, and authorisation

The iSHARE Scheme's scope is limited to topics of identification, authentication and authorisation
in the context of data exchange

Introduction - 7
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Stateme
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Rational
e

Implicat
ions
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Limited scope: identification, authentication, and authorisation

iSHARE aims to improve the circumstances for data exchange throughout the logistics sector and
provides focus on the topic of identification, authentication and authorisation. Identification,
authentication and authorisation are a fundamental part of any data exchange, but are not solved
in a scalable or standardised way at the moment.

« Without this principle, there is a risk of 'scope creep': related topics could take away the focus
off the intended topics

Leverage existing (international) building blocks

Where possible, iSHARE should be realised using existing and proven standards, technology or
initiatives

By reusing building blocks already available and in use, the impact on organisations to participate
in iISHARE and the time to realise the iSHARE Scheme are lowered. Standards, technology and
initiatives preferably have a broad (international) usage base and are backed by a professional
organisation charged with maintenance of the standards, technology or initiatives.

+ the iSHARE Scheme will build on or use existing (international) standards, technology or
initiatives where possible;

+ the iSHARE Scheme will aim to use open standards, technology or initiatives;

+ the iSHARE Scheme may use proprietary standards, technology or initiatives;

« if existing and/or proven standards, technology or initiatives do not provide what is needed,
alternative solutions will be sought.

Agnostic towards nature and content of data

The iISHARE Scheme does not concern itself with the contents or nature of data

Given the generic nature of the iISHARE Scheme and the aim to be applicable throughout the
logistics sector, iISHARE needs to function with any type of possible data and/or any relevant data
exchange interaction model. To this end, the contents of data are only considered where it
concerns the facilities needed within iISHARE to adequately exchange various types of data (e.g.
requirements to security, encryption, etc.). It is up to the participating organisations to ensure that
iSHARE adequately fulfills requirements to the process of identification, authentication and
authorisation in the context of data exchange.

+ the iSHARE Scheme will not specify the (allowed) content of data exchanges done within an
iSHARE context;

+ the iSHARE Scheme does not specify content specific data standards;

+ the iSHARE Scheme should not have limitations connected to types of data or standards used.

Introduction - 8



Principl
e5

Stateme
nt

Rational
e

Implicat
ions

Principl
e6

Stateme
nt

Rational
e

Implicati
ons

iSHARE Scheme - Version 1.8

Benefits outweigh investment for all types of participants

The iSHARE Scheme needs to be attractive to use and implement for all types of participants/roles.

The iSHARE Scheme knows different roles with different responsibilities. When a potential
participant considers taking a (or multiple) role(s) in the iISHARE Scheme, the iSHARE Scheme
should aim to have the lowest possible threshold to participate for the potential participant.
Depending on what the character of the potential participant is (e.g smaller size or larger size
organisations) and which role the participant wants to take, this could mean that the impact of
implementation needs to be small or that the implementation is kept relatively simple.

+ the ISHARE Scheme aims to keep thresholds to participate in the iISHARE Scheme (e.g. in terms
of implementation impact or onboarding/certification effort) as low as possible for all possible
roles;

+ the iSHARE Scheme strives for the lowest possible impact for participants when changes occur
in the future. Changes to used standards will take place; within the iISHARE Scheme and its
specifications thought needs to be given to how change is dealt with in an efficient way.

International orientation
The iISHARE Scheme needs to look over geographic boundaries to foster international involvement
and cooperation

The logistics sector is per definition an international sector. The iISHARE Scheme needs to facilitate,
to the extent that it is practical and possible, international involvement.

+ the iSHARE Scheme needs its participants to provide knowledge and experience on how the
iSHARE Scheme can stay (and become) attractive in the international context

*Format used for defining guiding principles, based on TOGAF standard:

Principl
e name

Stateme
nt

Should both represent the essence of the rule as well as be easy to remember. Specific technology
platforms should not be mentioned in the name or statement of a principle. Avoid ambiguous
words in the Name and in the Statement such as: 'support', 'open’, 'consider', and for lack of good
measure the word 'avoid', itself, be careful with 'manage(ment)’, and look for unnecessary
adjectives and adverbs (fluff).

Should succinctly and unambiguously communicate the fundamental rule. For the most part, the

principles statements for managing information are similar from one organisation to the next. It is
vital that the principles statement be unambiguous.
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Should highlight the business benefits of adhering to the principle, using business terminology.
Point to the similarity of information and technology principles to the principles governing business
operations. Also describe the relationship to other principles, and the intentions regarding a
balanced interpretation. Describe situations where one principle would be given precedence or
carry more weight than another for making a decision.

Should highlight the requirements, both for the business and IT, for carrying out the principle - in
terms of resources, costs, and activities/tasks. It will often be apparent that current systems,
standards, or practices would be incongruent with the principle upon adoption. The impact to the
business and consequences of adopting a principle should be clearly stated. The reader should
readily discern the answer to: '"How does this affect me?' It is important not to oversimplify,
trivialise, or judge the merit of the impact. Some of the implications will be identified as potential
impacts only, and may be speculative rather than fully analysed.

Introduction - 10
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Governance framework

This page describes the governance framework of the iISHARE Scheme. Preparations are underway to establish
the “ISHARE Foundation” (Q4 2018). This will mark the start of a transitional period in which both the iISHARE
Foundation and the iSHARE Project co-exist.
The iSHARE governance framework consists of the following bodies. See below for detailed descriptions:

« the iSHARE Foundation, which is the Scheme Owner of iISHARE

« the Executive Board

+ the Supervisory Board

« the Council of Participants

+ the Change Advisory Board

« Sponsors of the iISHARE project

The governance of the iISHARE Scheme is organised as such that the iSHARE network can operate and grow in a
sustainable way. At the same time its governance provides the appropriate checks and balances that will allow
iSHARE Participants to provide input, supervise ongoing activities and collaboratively influence the growth and
development of the iISHARE scheme.

Rules about the foundation’s organisation and its governance framework are captured in the statutes of the iISHARE
Foundation. The iISHARE Foundation is listed in the Commercial Register (Handelsregister) maintained by the
Chamber of Commerce (Kamer van Koophandel) under registration number ....

appoints
Sponsor(s)
iSHARE Foundation (Scheme Owner) _
_ supervise Supervisory -
. . Board .
Executive
Board advise .
< Council appoints
of
Participants
_ Scheme _ advise Change Advisory -~
Adoption < Board <
Management

Scheme Owner

The iSHARE Foundation is the Scheme Owner of the iISHARE Scheme and is responsible for all activities related to
the iISHARE Scheme. The iISHARE Scheme Owner consists of:

« An Executive Board formed by (an) independent representative(s) of the iISHARE community. Executive
board members are selected and chosen by the Supervisory Board. The Executive Board is the highest organ
of the Scheme Owner. Executive board members are accountable to the Supervisory Board for the
functioning of the iISHARE Foundation and the iSHARE Scheme.

« An operational branch responsible for day to day scheme management activities. These activities include
(amongst others) the following responsibilities:

+ Management of the iSHARE network (participants);
« Management of the iSHARE Scheme (specifications + brand management);
» Development and maintenance of tools.

Introduction - 11
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The Scheme Owner's operational branch will be fulfilled by the iSHARE project organisation for the duration of the
iSHARE Project. As such, during the transition period the operational activities of the iISHARE Foundation will be
governed by both the Foundation itself as by the iSHARE Project Steering Committee. The operational activities will
initially focus on carrying out legal matters, such as concluding accession agreements with Participants. After
termination of the iISHARE Project all scheme management activities will be transferred to the iSHARE Foundation
and governed solely and independently by the iSHARE Foundation and its governing bodies.

Sponsor(s)

The iSHARE Foundation can receive funding from government and semi-public organisations that wish to support
the realisation of the goals of the Foundation. Upon request of such an organisation, the Supervisory Board can
decide to grant the organisation the status of Sponsor of the iISHARE Foundation. The organisation maintains the
status of Sponsor for the duration that it provides funding to the iSHARE Foundation. At the start of the iSHARE
Foundation, Stichting Connekt is recognised as Sponsor, providing funding on behalf of NLIP and Topsector
Logistiek.

Supervisory Board

« The Supervisory Board is appointed by the Council of Participants and consists of three members
« Until the end of 2020, two members of the Supervisory Board may be appointed by Sponsor(s), rather
than the Council of Participants
« From 2021, one member of the Supervisory Board may be appointed by the Sponsor(s), rather than
the Council of Participants, if there are Sponsor(s) present
+ The Supervisory Board supervises the correct functioning of the iISHARE Foundation's Executive Board and
elects/dismisses the members of the Executive Board.

The Supervisory Board and the iISHARE Project Steering Committee can together decide on gradually transferring
Scheme Owner activities from the iISHARE Project Organisation to the iISHARE Foundation.

Council of Participants

« The Council of Participants consists of all Parties (or representations of these parties) that have a iISHARE
Scheme contract with the iSHARE Foundation and are willing to participate in the Council of Participants'
activities.

« The Council of Participants advises the Board of the iISHARE Foundation and appoints members of the
Supervisory Board.

Change Advisory Board

« The Change Advisory Board consists of subject matter experts (legal/ operational/ functional/ technical)
delegated by the Participants.

« The Change Advisory Board advises the Scheme Owner on changes to the specifications of the iSHARE
Scheme.

Introduction - 12
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Releases

This chapter describes the release notes, planning of future releases and version history of the iISHARE Scheme.

+ Release notes
« Release planning
« Version history

Releases - 13
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Release notes

The release notes show the release history and the main differences between releases.

Release 1.8 (Current)

Purpos
e

Release
date

Change
log

Enable Human to Machine (H2M) interactions and finalise contracts for signing between iSHARE
Foundation and iSHARE Participants.

31 October 2018

Functional:

Technical:

+ Added technical specifications on the generic authentication flow for Human to Machine (H2M)
interactions as facilitated by Identity Providers in the iISHARE Scheme.

Operational

Legal

+ Minor modifications to Terms of Use and the Accession Agreements for Adhering Paries and
Certified Parties

+ Moved GDPR Factsheet and templates for Data Exchange Agreement and Data Processor
Agreements to appendix of the scheme, since they serve merely as an inspiration for participants
who want to make additional bilateral arrangements with others they are sharing data with.

Miscellaneous

+ The governance framework is updated
+ Rearranged pages and sections to improve readability

Release 1.7

Purpose

Release
date

Create a better overview of all APl specs in a singular space, to make it easier for developers to
implement iSHARE and to improve readability of the iISHARE Scheme

28 June 2018

Releases - 14
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Release 1.7

Change  Functional:
log
Technical:

« The API technical specifications are moved to a dedicated developer portal.
+ Adjusted specification for JSON Web Token (JWT) to facilitate certificate validation under eIDAS.

Operational

+ The service levels are now structured per participant type (Adhering Party/ Certified Party/
Scheme Owner) to give participants a better overview of their applicable service levels.

Legal
Miscellaneous

+ Rearranged pages and sections to improve readability
+ The governance framework is updated
+ The project history is updated

Release 1.6
Purpose Lowering barriers for parties to start using iSHARE

Release 11 May 2018
date

Change  Functional:
log
Technical:

» For authentication purposes the use of digital certificates within iISHARE will be limited initially
to certificates issued under PKIOverheid.

Operational

» The admission process for Certified Parties and Adhering Parties are merged to one generic
process. Role-specific requirements may apply.

» The order of admission steps is changed to enable new iSHARE entrants to start testing before a
contract is signed.

Legal
Miscellaneous

+ Rearranged pages and sections to improve readability
+ The governance framework is updated

Releases - 15
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Release 1.5
Purpose  First public version the iSHARE Scheme that can be used by launching customers

Release 14 December 2017
date

Change « Updated specifications for all content of the iSHARE Scheme:

log « Functional

« Technical
« Operational
+ Legal

« Significantly updated and rearranged sections for readability, including a main scheme aspects-
and illustrative use cases chapter with new depictions; Integrated (technical) specifications,
generic and per iSHARE role

Releases - 16
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Release planning

The release planning provides detailed information about changes that are planned for future releases of the
scheme. See the Operational Process Release Management section for details about the release management
process of the iISHARE Scheme.

Planned releases

Release
1.9

Purpose « Specifications for H2M Authorisation flow
« Specifications for identity pseudonyms
« Detail PKI specifications

Planned March 2019 (subject to change)
release
date

The RFCs for this release will be discussed in the next CAB meeting (to be planned). If you want to participate,
please contact us on info@ishareworks.org.

Backlog
Other planned changes (subject to change)

« Non-repudiation
« Specifications for federated trust provider role

If you have any other suggestions to improve the iSHARE Scheme, please let us know. Download the RFC request
form and send this form filled-in to info@ishareworks.org.
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Version history

« iSHARE v1.8, 31 October 2018 (current version)
« ISHARE V1.7,28 June 2018

« iISHARE v1.6,11 May 2018

« iISHARE v1.5, 14 December 2017

« iISHARE v1.2, 25 October 2017

o ISHARE v1.0,23 June 2017

« iISHARE v0.5, 24 March 2017

« iISHARE v0.3, 27 February 2017

« iSHARE v0.2, 13 February 2017

« iISHARE v0.1 (start document)
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Main scheme aspects

The iSHARE Scheme is a combination of Functional, Technical, Operational and Legal agreements to which
participating parties adhere. This chapter provides a bird's eye view on the main aspects of iISHARE, and an
introduction to more in depth details of the scheme.

This section describes the iISHARE Scheme's:

+ Key functionality
» Support Machine to Machine (M2M) interaction
» Support Human to Machine (H2M) interaction
« Facilitate portable identity(s) for parties and humans
« Facilitate flexible authorizations, applicable in any context
+ Enable data exchange based on delegations - even between unknown parties
+ Enable control over own data through management of consent
+ Provide a trust framework
« Technical overview
« Framework and roles
« Legal provisions
Operational provisions

Main scheme aspects - 19
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Key functionality

The iSHARE Scheme aims to support the following key functionalities:

» Support Machine to Machine (M2M) interaction

» Support Human to Machine (H2M) interaction

« Facilitate portable identity(s) for parties and humans

« Facilitate flexible authorizations, applicable in any context

+ Enable data exchange based on delegations - even between unknown parties
+ Enable control over own data through management of consent

+ Provide a trust framework

In line with iISHARE's guiding principles, these key functionalities might be realised by (re)using existing standards
or initiatives.

Main scheme aspects - 20
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Support Machine to Machine (M2M) interaction

The iSHARE Scheme aims to support multiple interaction models, of which Machine to Machine (M2M) is one. M2M
interaction can be characterised as communication between machines, without interference by a human. In
contemporary data communication there is a heavy reliance on M2M interaction.

Example:

« Every day, the ERP system (machine) of party A requests a status update from the ERP system (machine) of
party B. Party B's ERP system automatically responds with the requested status update. No humans are
needed to interfere.

This example is detailed under use cases.

The opposite of the M2M interaction model is the Human to Machine interaction model.

Main scheme aspects - 21
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Support Human to Machine (H2M) interaction

The iSHARE Scheme aims to support multiple interaction models, of which Human to Machine (H2M) is one. H2M
interaction can be characterised as communication between a human and (a) machine(s). A user interface is
necessary to enable H2M communication.

Example:

« Human X, working for Party A, requests a status update from the ERP system (machine) of Party B. It does so
via a user interface.

This example is detailed under use cases.

The opposite of the H2M interaction model is the Machine to Machine interaction model.
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Facilitate portable identity(s) for parties and humans

iSHARE aims to facilitate (but not impose) the use of one or more so called 'federated identity(s)'. A federated
identity is an identity that is spread out and recognised, i.e. portable, across multiple, independent systems.

Within iISHARE, the use of federated identities would reduce costs by eliminating the need for proprietary, or newly
issued identity solutions. In order for an identity to become part of iISHARE's federation, the legal entity provider
the identity must be certified under the iSHARE Scheme.

Example:

« Human X, working for Party A, has a personal keycard issued by iSHARE certified Identity Provider Y. The
card, and thus the identity of Human X, can be used to identify and authenticate Human X at party B.

This example is detailed under use cases.
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Facilitate flexible authorizations, applicable in any context

iSHARE aims to enable parties to grant other parties or persons access to (parts of) their data or services. Parties
within the iISHARE Scheme have greatly varying backgrounds, however. Private and public, large and small,
different value chains, different geographies, different modalities, etc. For that reason, iSHARE needs to have a
flexible way of expressing authorizations.

Two examples can illustrate different levels of required flexibility:

1. Some parties or contexts require management of authorizations on a very detailed level, e.g. Party A's ERP
system (machine) is ONLY allowed to request status updates concerning line X of bill of lading Y;

2. Some contexts require less detailed authorizations, e.g. Party A's ERP system (machine) is allowed to
request ANY information about ANY (part of a) bill of lading.

Both examples are explained under use cases: fine-grained; coarse-grained.

The iSHARE Scheme envisions a world in which (access) authorizations are flexible in three ways:

« Flexible authorization scope;
iSHARE aims to provide a way to add a layer of authorization to any resource or any selection or
combination of resources. The authorization scope refers to the objects or resources of a specific party, to
which authorizations need to be assigned. The scope can include many or all resources (e.g. all data), or
only some resources (e.g. specific data fields or services). Either way, the scope is always governed by a
formal agreement and implemented by technical means.

« Granular authorizations, and;
iSHARE aims to provide a granular way to use authorizations for resources. The authorization granularity
refers to the characteristics of both the requested resources and the rules (policies, conditions) that apply.
Authorizations to resources can be coarse-grained (e.g. someone has access to all data in a certain data
scope) or fine-grained (e.g. someone has access to only data with a low sensitivity level). The rules (policies,
conditions) that control the authorizations can be fine-grained as well, meaning that many different types of
rules can apply, such as time of day, location, organisation, role, and competence level.

« Flexible authorization source.
iSHARE aims to provide flexibility to where authorization rules are stored and can be retrieved. The
authorization source refers to the location of the rules (policies, conditions) and the attributes (e.g. subject
attributes, object attributes) that govern the authorizations. These can be located near the data, at a
dedicated source, or a combination thereof. In the current version of the iISHARE Scheme, the flexibility in
authorization source is described as 'Policy Information Point' or PIP in the detailed functional descriptions.
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Enable data exchange based on delegations - even between unknown parties

One of the barriers to exchanging data is often that parties do not know each other sufficiently, and therefore are
not able to share data. Often this can only be done after some form of contract has been established.

Within iISHARE it is the explicit aim to make it possible to exchange data for parties that are unknown to each other
based on delegations. A delegation within iISHARE functions as evidence that a party is directly or indirectly
operating in name of a known party. Based on the delegation a certain (unknown) party has given, a party can
decide if this party may receive certain data or not.

Example:

+ Party A hires Trucking Company B to deliver Container X to Party C. Trucking Company B's ERP system asks
Party C's ERP system at what time it should deliver the container. Party C's ERP system does not know
Trucking Company B, but can check the delegation to Trucking Company B that Party A has registered at
Authorisation Registry D. Because this delegation is in order, Party C's ERP system shares a time slot with
Trucking Company B's ERP.

This example is detailed under use cases.
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Enable control over own data through management of consent

As described under key functionalities 'facilitate flexible authorisations' and 'enable data exchange based on
delegations', iISHARE aims to enable parties to grant other parties or persons access to (parts of) their data or
services. At least as important is iISHARE's aim to allow parties to modify or withdraw these access rights, to their
data or services, whenever they wish. This is called management of consent, and enables full control over own data
at any momentin time.

Example:

« Inthe example described under key functionality 'enable data exchange based on delegations', Party A hires
Trucking Company B to deliver Container X to Party C. Trucking Company B's ERP system asks Party C's ERP
system at what time it should deliver the container. Party C's ERP system does not know Trucking Company
B, but can check the delegation to Trucking Company B that Party A has registered at Authorisation Registry
D. Because this delegation is in order, Party C's ERP system shares a time slot with Trucking Company B's
ERP.

« Now imagine that moments before Trucking Company B's ERP system asks Party C's ERP system for a time
slot, Party C revokes Party A's access to requesting a time slot. Consequently, Trucking Company B's request
for a time slot gets an access forbidden message; Trucking Company B's request is NOT accepted because
Party A, and therewith delegated Trucking Company B, is no longer authorised to ask for a time slot.

Party C, as showcased, remains in full control over its own data and services at any moment in time. This example is
detailed under use cases.
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Provide a trust framework

Within iSHARE, it is the explicit aim to define a trust framework based on a synthesis between technological and
legal aspects. In practical terms the aim is to let iISHARE participants sign one contract with the Scheme Owner, on
the basis of which they have a contract with all participants within iISHARE. In other words, participants within
iSHARE do not need to sign separate contracts with each other to share data with each other (although they are
free to define additional contracts that do not conflict with the iSHARE framework).

An important tool within the trust framework are licenses which define the conditions under which data can be
exchanged or services can be consumed. For functional details on licenses, see the detailed Functional
descriptions.

The trust framework is depicted under detailed Functional descriptions and needs appropriate technological
underpinning so that parties can authenticate each other in a reliable way.

Main scheme aspects - 27



iSHARE Scheme - Version 1.8

Technical overview

The iSHARE Scheme can be characterised as an API (Application Programming Interface) architecture for
identification, authentication and authorisation based on a modified version of the widely used OAuth and OpenID
Connect standards. The APIs specified for every role within iISHARE enable standardised interaction between
computer systems.

®

Important

APIs manage access to services of an organisation, services that can be consumed by other parties.
Services accessible through APIs can let those (machines or humans) that access the service do anything
between reading simple data, to receiving complex instructions, to adding information to a database. If a
truck's systems send a time and location to another party's 'Estimated Time of Arrival'-service, for
example, this service might respond with an an optimal route to take and an Estimated Time of

Arrival. Within iSHARE, the terms 'service consumption' and 'service provision' are used to specify how
parties interact with each other (with, in this example, the truck's owner the Service Consumer, and the
other party the Service Provider). Note that while the word data exchange is not literally in these terms,
API service provision and consumption ALWAYS entails data exchange.

The API architecture of iSHARE also builds upon the following components:

PKI and digital certificates;
For the authentication of parties and machines, iSHARE uses PKI and digital certificates.

HTTP over TLS (HTTPS);
iSHARE uses the commonly used HTTP protocol for its communications, including TLS to encrypt the
communications.

RESTful architectural style;
iSHARE uses the RESTful architectural style to structure APIs and HTTP calls.

JSON/JWT;
Data exchanged in the iSHARE context is structured using the JSON standard. Where non-repudiation is
required, JWT's are used;

XACML.
Delegations are structured according to a JSON port of the XACML standard.

The combination of the above standards and protocols leads to a certain dynamic between the roles in the iISHARE
framework. In essence, Service Consumers acquire a token which allows them to access certain services from
certain Service Providers. The roles specified in the iISHARE framework are loosely based on the OAuth standard.

For a full explanation and description of all APIs, standards and protocols, please refer to the detailed Technical
descriptions.
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Framework and roles

iSHARE aims to provide a generic building block for service provision, widely applicable in the logistics sector. This
requires a framework that can be applied to the wide variety of use cases possible in practice. This chapter explains
the iSHARE framework, its roles, and its relations, step-by-step.

@ Important (and as under technical overview)
APIs manage access to services of an organisation, services that can be consumed by other parties.
Services accessible through APIs can let those (machines or humans) that access the service do anything
between reading simple data, to receiving complex instructions, to adding information to a database. If a
truck's system sends a time and location to another party's 'Estimated Time of Arrival'-service, for
example, this service might respond with an an optimal route to take and an Estimated Time of
Arrival. Within iSHARE, the terms 'service consumption' and 'service provision' are used to specify how
parties interact with each other (with, in this example, the truck's owner the Service Consumer, and the
other party the Service Provider). Note that while the word data exchange is not literally in these terms,
API service provision and consumption ALWAYS entails data exchange.

The iSHARE framework consists of six roles that, depending on the situation, interact with each other based on the
iSHARE scheme agreements. Each role has a certain function in the scheme and bears certain responsibilities, as
described below:
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Any party fulfilling a role in the iISHARE framework must be iSHARE adhering or iSHARE certified:
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« Parties fulfilling adhering roles, depicted in purple, provide and consume services under iSHARE. These
parties adhere to the iISHARE terms of use;

« Parties fulfilling certified roles, depicted in grey, facilitate functions that Adhering Parties can rely upon
when providing or consuming services. To become certified, these parties must not only prove adherence to
the iISHARE terms of use, but also meet several role-specific criteria.

Adhering roles

In any iISHARE use case, the three adhering roles appear: a Service Consumer always consumes a Service Provider's
service on the basis of the Entitled Party's entitlements.

Adhering role:

Service Consumer

Service Provider

Entitled Party

Role description:

The Service Consumer-role is fulfilled by a legal entity that consumes a
service, such as data, as provided by a Service Provider. This legal entity is in
need of the result of a service; for example, a trucking company that needs to
know its optimal route and Estimated Time of Arrival.

A Service Consumer can be represented by a machine (its system) or a
human (e.g. the trucker), fittingly called the Machine Service Consumer and
the Human Service Consumer.

The Service Provider-role is fulfilled by a legal entity that provides a service,
such as data, for consumption by a Service Consumer. This legal entity
provides the result of a service that Service Consumer(s) need; for example
the party that uses a truck's a time and location to calculate and
communicate the truck's optimal route and Estimated Time of Arrival.

The Entitled Party-role is fulfilled by a legal entity that has one or more rights
to a service provided by a Service Provider, for example to data. These rights,
or entitlements, are established in a legal relation between the Entitled Party
and the Service Provider.

The Entitled Party- and Service Consumer-roles can be fulfilled by the same
entity - i.e. a legal entity that consumes a service based on its own
entitlements to this service (for example, the trucking company's entitlement
to request Estimated Time of Arrival- and optimal route information) - but
this is not necessary. Legal entities that are entitled to a service can delegate
other entities to consume this service on its behalf: the legal entity
consuming the service, then, does so on the basis of another entity's
entitlements. In such use cases, as always, the Service Consumer consumes a
Service Provider's service on the basis of the Entitled Party's entitlements,
but the Service Consumer-role is fulfilled by another entity than the Entitled
Party-role.

Our trucking company, for example, could have been delegated the right to
request Estimated Time of Arrival- and optimal route information by an
Entitled Party, that had originally planned to transport its goods itself but
instead hired the trucking company to do so. It therefore delegated its own
right to request Estimated Time of Arrival- and optimal route information to
the trucking company.
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Certified roles

For the controlled provision and consumption of services, Adhering Parties (and specifically, the humans and
machines representing them) must be identified, authenticated, and authorised. The tooling necessary for these
processes can be implemented by Adhering Parties. Such tooling is expensive, however, and must be constantly
updated to keep in check with the latest security standards. To make sure no such tooling needs to be
implemented by Adhering Parties before they start providing or consuming services under iISHARE (and therefore,
to improve iSHARE's scalability), iSHARE recognises several certified roles fulfilled by legal entities that offer
outsourced identification, authentication, and authorisation tooling to Adhering Parties.

Certifie
drole:

Identit
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Provid
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Role description:

The Identity Provider-role is fulfilled by a legal entity whose tooling identifies and authenticates
humans (and specifically, Human Service Consumers representing Service Consumers). An Identity
Provider:

« Provides identifiers for humans;

« Issues credentials (i.e. a password or electronic keycard) to humans;

« On the basis of this identification information, identifies and authenticates humans for Service
Providers.

As a result, Service Providers can outsource identification and authentication to an Identity Provider
instead of implementing their own tooling.

Different humans might hold identifiers at different Identity Providers. Also, Service Providers might
need to connect to several Identity Providers. To make sure Service Providers do not need a relation
with each Identity Provider individually, an Identity Broker is introduced. The Identity Broker-role is
fulfilled by a legal entity that provides Service Providers access to different Identity Providers, and
that offers humans the option to choose with which Identity Provider to identify and authenticate
themselves throughout the iSHARE Scheme.

As a result, if Service Providers choose to outsource identification and authentication to more than
one Identity Provider, they can connect to an Identity Broker instead of to several Identity Providers.

The Authorisation Registry-role is fulfilled by a legal entity who provides solutions for Adhering
Parties for the storage of delegation- and authorisation information. An Authorisation Registry:

+ Can holds information on delegations to Service Consumers;
i.e. information indicating what parts of the rights of an Entitled Party are delegated to a Service
Consumer.

+ Can holds information on authorisations of humans representing a Service Consumer;
i.e. information indicating which humans are authorised to act on a Service Conumer's behalf.

+ Can check, on the basis of this information, whether a human or machine representing a legal
entity is authorised to take delivery of a service;

+ Can confirm whether this is the case to the Service Provider.

As a result, Adhering Parties can outsource tasks concerning the management of authorisation and
delegation information to an Authorisation Registry instead of implementing their own tooling.
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As detailed under functional requirements per role, and in line with guiding principle 3, to become an iSHARE
Certified Party, a legal entity must (first) be admitted as a participant in the Afsprakenstelsel elektronische
toegangsdiensten (in the relevant role).

iISHARE compatible software

Next to iSHARE adherence and certification, the concept of iISHARE compatibility exists. This concept is reserved for
software that technically adheres to the iISHARE Scheme (i.e. is iSHARE compatible), and can be sold to

parties fulfilling adhering- and certified roles. Note that parties using iSHARE compatible software within an iISHARE
context must be adhering or certified, whereas a party that delivers iISHARE compatible software does not need to
be so.

Role of the Scheme Owner

One last role, not part of the basic iISHARE framework, is that of the Scheme Owner. The Scheme Owner-role is
fulfilled by the legal entity that keeps the scheme, and its network of participants, operating properly. How exactly
is found under the detailed Operational descriptions. It is this Scheme Owner that decides whether a party is
admitted to the iSHARE network (and whether this is as an Adhering- or Certified Party).

The Scheme Owner plays a fundamental role in any iISHARE use case. Every participant to the iSHARE Scheme must
have a relation with the Scheme Owner, and can check at the Scheme Owner whether other parties participate in
iSHARE. These are prerequisites, however, which is why the Scheme Owner does not play a direct role (and is not
depicted) in any of the use cases. Please refer to the detailed Functional descriptions for details on how the Scheme
Owner facilitates trust in the iSHARE Scheme.

Framework and roles in use cases
All of iISHARE's use cases can be depicted in the iSHARE framework. Their complexity is dependent on:

« The interaction model (Machine to Machine or Human to Machine);
i.e. whether the Service Consumer is represented by a machine or a human.

» Whether delegation takes place;
i.e. whether the Service Consumer-role is fulfilled by another entity than the Entitled Party-role. How
delegations work exactly is explained here.

+ Whether parties fulfilling adhering roles use their own tooling for identification, authentication, and
authorisation or outsource these processes and the information necessary for these processes to certified
roles instead.

Hypothetically, and dependent on the above, a use case could include all of the following relations between roles:
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Note that the only relation mandatory in all use cases is the relation between the Entitled Party and the Service
Provider, which establishes the entitlements of the Entitled Party. In the depiction of iISHARE's use cases, all legal
relations are shown before the actual interaction is plotted in the framework.
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Legal provisions

The legal underpinning of iSHARE and its trust framework consists of a contract between all iSHARE participants
and the iISHARE Scheme Owner (the so called Accession Agreement). Based on this one contract with the Scheme
Owner, all participants are bound to the common iSHARE terms of use and can appeal to each other to abide by

these rules (in legal terms this is called perfection (Dutch: derdenwerking)).

Two main documents make up iISHARE's legal provisions:

1. The Accession Agreement
The main contract between the participant and the iISHARE Scheme Owner. This contract refers to the terms
of use, including all iISHARE specifications, to which all participants must abide. After signing the Accession
Agreement, a party becomes a participant of the iSHARE Scheme either as an Adhering Party or a Certified
Party. There are two separate Accession Agreements: one for Adhering Parties and one for Certified Parties).

2. The Terms of Use
The Terms of Use further define the rights and obligations of every iSHARE Participant and the Scheme
Owner. The Terms of Use apply to any party that has signed the Accession Agreement. The Terms of Use also
state that participants fully abide by the iISHARE scheme specifications.

For the details of the Accession Agreements, the full version of the Terms of Use and the information available on
legal context, please refer to the detailed Legal descriptions.

Licenses

Within iSHARE it is possible to explicitly provide instructions on how a service may be consumed or under which
conditions data is exchanged. These instructions or conditions are called 'licenses'. Licenses are a crucial part of
iSHARE, because they provide its participants the possibility to clearly state what is and what is not allowed. Since
all iSHARE participants are bound to the same contract and underlying scheme rules, participants can appeal to
each other to follow the provided licenses. Please refer to the iSHARE Terms of Use for a detailed legal explanation.
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Operational provisions

The iSHARE Scheme is constantly improved in collaboration with its stakeholders. Keeping the scheme, and its
network of participants operating properly is facilitated by the iISHARE Scheme Owner.

The main responsibilities of the Scheme Owner include:

« Management of the iISHARE Scheme (specifications);
« Management of the iISHARE network (participants);
+ Management of the iSHARE brand.

To fulfil its responsibilities, the Scheme Owner facilitates the correct operation of the iISHARE scheme and -network
through administering several aspects:

« Operational processes
« Service levels
« Communication

The Scheme Owner is part of a wider governance framework, which can be found in the introduction of the scheme.

Main scheme aspects - 35



iSHARE Scheme - Version 1.8

Use cases

This chapter builds on the iISHARE framework to showcase the scheme's key functionalities in four use cases:

1. Use case: M2M interaction (with fine-grained authorisation) showcases:
» Support Machine to Machine (M2M) interaction;
« Facilitate flexible authorizations, applicable in any context.

2. Use case: H2M interaction (with coarse-grained authorisation) showcases:
« OUT Support Human to Machine (H2M) interaction;
« Facilitate flexible authorizations, applicable in any context.

3. Use case: portable identity showcases:
« Facilitate portable identity(s) for parties and humans.

4. Use case: delegation (and management of consent) showcases:
« Enable data exchange based on delegations - even between unknown parties;
» Enable control over own data through management of consent.

Structure
Each use case includes:

« Adescription and depiction of the roles and relations;

« Adescription of the prerequisites, and a depiction of prerequisite registration;
« Adescription and depiction of the use case;

« Asequence diagram;

« Areference to what needs to be technically implemented for this use case.

The depicted use cases are only a selection of iISHARE's use case scope. For the full scope, please refer to the
detailed Functional descriptions.
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Use case: M2M interaction (with fine-grained authorization)
This use case showcases iSHARE's key functionality 'support Machine to Machine (M2M) interaction’.
The example described in the linked chapter is as follows:

« Every day, the ERP system (machine) of Party A requests a status update from the ERP system (machine) of
Party B. Party B's ERP system automatically responds with the requested status update. No humans are
needed to interfere.

To also showcase iSHARE's key functionality 'facilitate flexible authorizations', Party A's ERP system (machine) is
ONLY allowed to request status updates concerning line X of bill of lading Y. This can be considered a fine-grained
authorization.

The following explains this example in detail, utilising the iISHARE framework.

Roles and Relations
The following roles are fulfilled in this use case:

« Party A requests a status update, so it is the legal entity fulfilling the Service Consumer-role;

« Party B responds with the status update, so it is the legal entity fulfilling the Service Provider-role;
+ No delegation takes place, so Party A also fulfils the Entitled Party-role;

+ Asthisis a M2M use case, a Machine Service Consumer represents Party A.

The only legal relation is the mandatory relation between the Entitled Party (Party A) and the Service Provider
(Party B), which establishes the entitlements of the Entitled Party (Party A). As depicted:

Same legal entity
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Prerequisites

It is prerequisite of this use case that:

+ The Service Provider (Party B) has and manages its own entitlement information indicating what Entitled

Parties are entitled to what (parts of) services, i.e. Party B has information indicating that Party A is allowed
to request status updates concerning line X of bill of lading Y from its ERP system;

« The Service Consumer (Party A) is able to authenticate the Service Provider (Party B);
« The Service Provider (Party B) is able to authenticate the Service Consumer (Party A).

Use case

The use case consists of the following steps:

1.
2.

The Machine Service Consumer (of Party A) requests a service from the Service Provider (Party B);
The Service Provider (Party B) authenticates the Machine Service Consumer (of Party A) and validates the
iSHARE adherence of the Service Consumer (Party A);

. The Service Provider (Party B) authorizes the Machine Service Consumer of the Service Consumer (Party A)

based on the entitlement information registered with the Service Provider (Party B);
The Service Provider (Party B) executes the requested service;

. The Service Provider (Party B) provides the service result to the Machine Service Consumer (of Party A).

As depicted:
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Note that this use case is exactly the same as primary use case 1, as found under detailed Functional descriptions.
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What needs to be implemented technically for this use case is described generically, and specifically per role in the

iSHARE Developer Portal.
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Use case: H2M interaction (with coarse-grained authorization)
This use case showcases iSHARE's key functionality 'support Human to Machine (H2M) interaction'.
The example described in the linked chapter is as follows:

« Human X, working for Party A, requests a status update from the ERP system (machine) of Party B. It does so
via a user interface.

To also showcase iSHARE's key functionality 'facilitate flexible authorizations', Party A's ERP system (machine) is
allowed to request ANY information about ANY (part of a) bill of lading. This can be considered a coarse-grained
authorization.

The following explains this example in detail, utilising the iISHARE framework.

Roles and Relations
The following roles are fulfilled in this use case:

« Party A requests a status update, so it is the legal entity fulfilling the Service Consumer-role;
« Party B responds with the status update, so it is the legal entity fulfilling the Service Provider-role;
+ No delegation takes place, so Party A also fulfils the Entitled Party-role;

« Human X is the Human Service Consumer that represents Party A.

The only legal relation is the mandatory relation between the Entitled Party (Party A) and the Service Provider
(Party B), which establishes the entitlements of the Entitled Party (Party A). As depicted:
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Prerequisites
It is prerequisite of this use case that:

+ The Service Provider (Party B) has and manages its own entitlement information indicating what Entitled
Parties are entitled to what (parts of) services, i.e. Party B has information indicating that Party A is allowed
to request ANY information about ANY (part of a) bill of lading from its ERP system;

« The Service Consumer (Party A) has and manages its own authorization information indicating which
Human Service Consumers are authorized to act on its behalf;

« The delegation/authorization responsible at the the Service Consumer (Party A) registers the
authorization information at the Service Provider (Party B);

« The Human Service Consumer (Human X) is able to authenticate the Service Provider (Party B);

« The Service Provider (Party B) is able to authenticate the Human Service Consumer (Human X);

« The Human Service Consumer (Human X) has been issued identity credentials by the Service Provider
(Party B).

The prerequisites in bold are depicted as follows:
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Use case
The use case consists of the following steps:

1. The Human Service Consumer (Human X) requests a service from the Service Provider (Party B);
2. The Service Provider (Party B) authenticates the Human Service Consumer (Human X), and validates the
iSHARE adherence of the Service Consumer (Party A);
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3. The Service Provider (Party B) authorizes the Human Service Consumer (Human X) of the Service Consumer
(Party A) based on the entitlement- and authorization information registered with the Service Provider
(Party B);

4. The Service Provider (Party B) executes the requested service;

5. The Service Provider (Party B) provides the service result to the Human Service Consumer (Human X).

As depicted:
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Note that this use case is exactly the same as primary use case 2, as found under detailed Functional descriptions.

Sequence diagram
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What needs to be implemented technically for this use case is described generically, and specifically per role in the
iSHARE Developer Portal.
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Use case: portable identity

This use case showcases iSHARE's key functionality 'facilitate portable identity(s) for parties and humans'.

The example described in the linked chapter is as follows:

« Human X, working for Party A, has a personal keycard issued by iSHARE certified Identity Provider Y. The

card, and thus the identity of Human X, can be used to identify and authenticate Human X at party B.

Human X will now use its Identity Provider Y keycard to request a status update from the ERP system (machine) of
Party B.

The following explains this example in detail, utilising the iISHARE framework.

Roles and Relations

The following roles are fulfilled in this use case:

Party A requests a status update, so it is the legal entity fulfilling the Service Consumer-role;
Party B responds with the status update, so it is the legal entity fulfilling the Service Provider-role;
No delegation takes place, so Party A also fulfils the Entitled Party-role.

Human X is the Human Service Consumer that represents Party A;
Identity ProviderY is one of the Identity Providers to which Party B has outsourced identification and
authentication of humans, and the party that has given Human X his keycard.

Optionally (and shown in this case), Identity Broker Z is the Identity Broker that provides Party B access to
different Identity Providers, and that offers Human X the option to choose with which Identity Provider to
identify and authenticate itself.

Legal relations

As always, a mandatory relation between the Entitled Party (Party A) and the Service Provider (Party B)
establishes the entitlements of the Entitled Party (Party A);

« A mandatory relation between the Service Provider and the Identity Broker covers the use of Identity Broker

Z's services, including a connection to several Identity Providers, by the Service Provider (Party B);

« A mandatory relation between the Service Consumer (Party A) and Identity Provider Y covers the use of

Identity Provider Y's keycards by the the Service Consumer's (Party A's) humans, including Human X.

As depicted:
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Prerequisites
Itis prerequisite of this use case that:

« The Service Provider (Party B) has and manages its own entitlement information indicating what Entitled
Parties are entitled to what (parts of) services, i.e. Party B has information indicating that Party A is entitled
to status updates from its ERP system;

« The Service Consumer (Party A) has and manages its own authorization information indicating which
Human Service Consumers are authorized to act on its behalf;

+ The delegation/authorization responsible at the the Service Consumer (Party A) registers the
authorization information at the Service Provider;

« The Human Service Consumer (Human X) is able to authenticate the Service Provider (Party B);

« The Service Provider (Party B) is able to authenticate the Human Service Consumer (Human X);

«+ The Identity Provider (Y) is able to authenticate the Service Provider (Party B);

« The Service Provider (Party B) is able to authenticate the Identity Provider (Y);

«+ The Identity Broker (Z) is able to authenticate the Service Provider (Party B);

« The Service Provider (Party B) is able to authenticate the Identity Broker (Z);

« The Human Service Consumer (Human X) has been issued identity credentials (a keycard) by the
Identity Provider (Y).

The prerequisites in bold are depicted as follows:
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Use case

The use case consists of the following steps:

1.

e

10.

11.
12.

The Human Service Consumer (Human X) requests a service from the Service Provider (Party B);

The Service Provider (Party B) requests a login from the Identity Broker (Z);

The Identity Broker (Z) asks the Human Service Consumer (Human X) to select his Identity Provider (Y);

The Identity Broker (Z) requests a login from the Identity Provider (Y);

The Identity Provider (Y) authenticates the Human Service Consumer (Human X) (on the basis of Human X's
keycard);

The Identity Provider (Y) issues an identity assertion for the Service Provider (Party B) to the Identity Broker
(2);

The Identity Broker (Z) forwards the identity assertion to the Service Provider (Party B);

. The Service Provider (Party B) validates the identity assertion through the following steps:

a. The Service Provider (Party B) authenticates the Identity Broker (Z) and validates its iSHARE
certification;

b. The Service Provider (Party B) authenticates the Identity Provider (Y) and validates its iISHARE
certification.

. The Service Provider (Party B) authenticates the Human Service Consumer (Human X) based on the validity

of the identity assertion, and validates the iISHARE adherence of the Service Consumer (Party A);

The Service Provider (Party B) authorizes the Human Service Consumer (Human X) of the Service Consumer
(Party A) based on the entitlement- and authorization information registered with the Service Provider
(Party B);

The Service Provider (Party B) executes the requested service;

The Service Provider (Party B) provides the service result to the Human Service Consumer (Human X).
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As depicted:
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Note that this use case is exactly the same as primary use case 3, as found under detailed Functional descriptions.
In this section, the same use case is also explained without an Identity Broker.

Sequence diagram
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What needs to be implemented technically for this use case is described generically, and specifically per role in the

iSHARE Developer Portal.
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Use case: delegation (and management of consent)

This use case showcases iSHARE's key functionality 'enable data exchange based on delegations - even between
unknown parties'.

The example described in the linked chapter is as follows:

+ Party A hires Trucking Company B to deliver Container X to Party C. Trucking Company B's ERP system asks
Party C's ERP system at what time it should deliver the container. Party C's ERP system does not know
Trucking Company B, but can check the delegation to Trucking Company B that Party A has registered
at Authorization Registry D. Because this delegation is in order, Party C's ERP system shares a time slot with
Trucking Company B's ERP.

The following explains this example in detail, utilising the iISHARE framework.

After explanation of the delegation use case, a scenario is introduced that showcases key functionality 'enable
control over own data through management of consent'. In this Alternative scenario on management of
consent, Party C decides to revoke Party A's access to requesting a time slot.

Roles and Relations
The following roles are fulfilled in this use case:

« Delegation takes place, with Party A the party originally entitled to request a time slot. Party A therefore
fulfils the Entitled Party-role;

« Trucking Company B is delegated the right to request a time slot, so it is the legal entity fulfilling the Service
Consumer-role;

« Party C responds with the time slot, so it is the legal entity fulfilling the Service Provider-role;

« Authorization Registry D is the Authorization Registry to which Party A has outsourced managing
delegation information.

+ Asthisis a M2M use case, a Machine Service Consumer represents Trucking Company B.

Legal relations

« Asalways, a mandatory relation between the Entitled Party (Party A) and the Service Provider (Party C)
establishes the entitlements of the Entitled Party (Party A);

« A mandatory relation between the Entitled Party (Party A) and the Service Consumer (Trucking Company B)
covers the delegation of the right to request a time slot;

« Amandatory relation between the Entitled Party (Party A) and the Authorization Registry (D) covers the
outsourcing of managing delegation information.

+ No relation between the Service Consumer (Trucking Company B) and the Service Provider (Party C) is
mandatory before service consumption, i.e. the Service Consumer and the Service Provider do not need to
know each other. This relation only commences through usage;

« No relation between the Service Provider (Party C) and the Authorization Registry (D) is mandatory before
communication. This relation also commences through usage.

As depicted:
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Prerequisites
Itis prerequisite of this use case that:

« The Service Provider (Party C) has and manages its own entitlement information indicating what Entitled
Parties are entitled to what (parts of) services, i.e. Party C has information indicating that Party A is entitled
to request a time slot;

+ The Service Consumer (Trucking Company B) is able to authenticate the Service Provider (Party C);

+ The Service Provider (Party C) is able to authenticate the Service Consumer (Trucking Company B);

+ The delegation/authorization responsible at the Entitled Party (Party A) delegates (part of) the
Entitled Party's (Party A's) rights (as registered at the Service Provider (Party C)) to the Service
Consumer (Trucking Company B). He registers this delegation in an Authorization Registry (D);

« The Service Provider (Party C) knows which Authorization Registry (D) to request the delegation evidence
from;

+ The Service Provider (Party C) is able to authenticate the Authorization Registry (D);

+ The Authorization Registry (D) is able to authenticate the Service Provider (Party C);

« ltisclear, through scheme agreements, under what conditions an Authorization Registry can provide
delegation information to a Service Provider.

The prerequisites in bold are depicted as follows:
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Use case

The use case consists of the following steps:

1. The Machine Service Consumer (of Trucking Company B) requests a service from the Service Provider (Party
C);

2. The Service Provider (Party C) authenticates the Machine Service Consumer (of Trucking Company B) and
validates the iSHARE adherence of the Service Consumer (Trucking Company B);

3. The Service Provider (Party C) requests delegation evidence from the Authorization Registry (D);

4. The Authorization Registry (D) authenticates the Service Provider (Party C) and validates its iISHARE
adherence;

5. The Authorization Registry (D) authorizes the Service Provider (Party C) based on the scheme agreements for
providing delegation information;

6. The Authorization Registry (D) provides the delegation evidence;

7. The Service Provider (Party C) validates the received delegation evidence through the following steps:

a. The Service Provider (Party C) authenticates the Authorization Registry (D) and validates its iSHARE
certification;

b. The Service Provider (Party C) authorizes the Entitled Party (Party A) based on the entitlement information
registered with the Service Provider (Party C), and validates its iSHARE adherence.

8. The Service Provider (Party C) authorizes the Machine Service Consumer of the Service Consumer (Trucking
Company B) based on the validity of the delegation evidence;

9. The Service Provider (Party C) executes the requested service;

10. The Service Provider (Party C) provides the service result to the Machine Service Consumer (of Trucking
Company B).
As depicted:
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Note that this use case is exactly the same as derived use case 1c, as found under detailed Functional descriptions.
This section also includes delegation use cases with delegation information held by other roles than an
Authorization Registry.

Sequence diagram
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The example detailed in the above is as follows:

Alternative scenario on management of consent

This alternative scenario showcases key functionality '‘enable control over own data through management of
consent'.

« Party A hires Trucking Company B to deliver Container X to Party C. Trucking Company B's ERP system asks
Party C's ERP system at what time it should deliver the container. Party C's ERP system does not know
Trucking Company B, but can check the delegation to Trucking Company B that Party A has registered
at Authorization Registry D. Because this delegation is in order, Party C's ERP system shares a time slot with

Trucking Company B's ERP.

Now imagine:
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« Moments before Trucking Company B's ERP system asks Party C's ERP system for a time slot, Party C

decides to revoke Party A's access to requesting a time slot. Consequently, Trucking Company B's request
for a time slot gets an access forbidden message; Trucking Company B's request is NOT accepted because
Party A, and therewith delegated Trucking Company B, is no longer authorised to ask for a time slot.

Prerequisites

To the prerequisites, ONLY the following changes:

« The Service Provider (Party C) changes its entitlement information indicating what Entitled Parties are

entitled to what (parts of) services, i.e. Party C deletes the information indicating that Party A is entitled to
request a time slot.

Use case

The alternative use case consists of the following steps, with changes to the above use case in bold:

1.

w

The Machine Service Consumer (of Trucking Company B) requests a service from the Service Provider (Party
Q);

. The Service Provider (Party C) authenticates the Machine Service Consumer (of Trucking Company B) and

validates the iISHARE adherence of the Service Consumer (Trucking Company B);

The Service Provider (Party C) requests delegation evidence from the Authorization Registry (D);
The Authorization Registry (D) authenticates the Service Provider (Party C) and validates its iSHARE
adherence;

. The Authorization Registry (D) authorizes the Service Provider (Party C) based on the scheme agreements for

providing delegation information;
The Authorization Registry (D) provides the delegation evidence;

. The Service Provider (Party C) validates the received delegation evidence through the following steps:

a. The Service Provider (Party C) authenticates the Authorization Registry (D) and validates its iSHARE
certification;
b. The Service Provider (Party C) CANNOT authorize the Entitled Party (Party A) based on the
entitlement information registered with the Service Provider (Party C)
The Service Provider (Party C) CANNOT authorize the Machine Service Consumer of the Service
Consumer (Trucking Company B) based on the validity of the delegation evidence;

. The Service Provider (Party C) communicates an access forbidden message to the Machine Service

Consumer (of Trucking Company B).

Sequence diagram

Use cases - 54



iSHARE Scheme - Version 1.8

Entitled Party (EP) Machine Service Consumer [M5C) Service Provider (SP) Authorisation Registry (AR)
|

Register delegation to Service Consumer

1. Request service
>

2.

Authenticate MSC +
validate iSHARE
adherence

3. Request delegation evidﬁce

4.
Authenticate
SP + validate
iSHARE
adherence

5.
Authorise SP

6, Provide delegation evidence

|
|
|
|
|
|
|
|
|
|
|
|
|
|
| <
|
|
|
|
|
|
|
|
|
|
|
|
|

7. Validate evide nce -

a.
Authenticate AR +
validate iSHARE
certification

b.

x Authorise EP +
validate iSHARE

adherence

8.
x Authorise M5C based
on evidence
9. “403: Forbidden”

What needs to be implemented technically for this use case (and the alternative scenario) is described
generically, and specifically per role in the iSHARE Developer Portal.
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Detailed descriptions

This chapter provides an in depth overview of all the Functional, Technical, Operational and Legal details of the
iSHARE Scheme. The following chapters are present in this section:

« Functional

« Primary use cases

+ Secondary use cases

« Licenses

« Delegation paths

« Functional requirements per role
« Technical

« Generic technical standards

« Structure of delegation evidence
« Operational

+ Operational processes

« Service levels

« Communication
+ Legal

+ Legal context
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Functional
This section details iSHARE's functionality.

The use cases depicted in earlier chapters are only a selection of iISHARE's full use case scope. This scope is based
on three 'primary' use cases:

1. Machine to Machine service provision;
2. Human to Machine service provision with authorization and identity info held at the Service Provider;
3. Human to Machine service provision with identity info held at the Identity Provider.

These primary use cases have several 'derived' use cases which cover all possible uses.

The primary use cases are supported by 'secondary’ use cases, that include processes related to registration, and
processes that recur in primary use cases. This section is concluded by functional requirements - those per role in
the scheme and those to the iISHARE user interface in H2M use cases.
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Primary use cases
This most important part of the Functional descriptions explains the following in detail:

« The iSHARE framework, including the Scheme Owner and and what role can hold what types of information;

+ The three primary use cases: Machine to Machine, Human to Machine with authorization info and identity
info held at the Service Provider, and Human to Machine with identity info held at an Identity Provider;

« The possible variations to the three primary use cases, depending on where identity information,
authorization information and/or delegation information is held.

iSHARE framework

The iSHARE framework was explained under use cases. It consists of six roles that, depending on the situation,
interact with each other based on the iISHARE Scheme agreements. Each role has a certain function in the scheme
and bears certain responsibilities. To fulfil a other role in the framework, a party must fulfil specific admittance
criteria, as explained.

What was not explained under use cases was how the iISHARE and the Scheme Owner-role provide a trust
framework. The Scheme Owner-role is fulfilled by the legal entity that governs the iISHARE Scheme and its
participant network. It is this Scheme Owner that decides whether a party is admitted to the iSHARE network. To be
admitted, this party must sign an agreement with the Scheme Owner. The fact that every legal entity fulfilling a role
in the iISHARE Scheme agrees to the scheme rules - as proven by its agreement with the Scheme Owner - creates
trust between parties in the iISHARE network. This is why the following depiction of the iISHARE framework, showing
the mandatory relation between the Scheme Owner and every other role, can be called the trust framework:
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In order to know whether a party is an iISHARE participant before sharing data with it, the Scheme Owner can be
asked about this party's adherence/certification (as detailed in secondary use case 5a). This and the trust
framework as a whole are not reflected in the primary use cases because every relation or interaction within
iSHARE is build upon the trust framework. The framework used to depict use cases was already presented as
follows:

Legend
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It was stated that all of iISHARE's use cases can be depicted in the above framework.

Their complexity is dependent on:

« Theinteraction model (Machine to Machine or Human to Machine);
i.e. whether the Service Consumer is represented by a machine or a human.

+ Whether delegation takes place, and;
i.e. whether the Service Consumer-role is fulfilled by another entity than the Entitled Party-role. How
delegations work exactly is explained here.

+ Whether parties fulfilling adhering roles use their own tooling for identification, authentication, and
authorization or outsource these processes and the information necessary for these processes to certified
roles instead.

Zooming in on the latter, four types of information are recognised that are needed to facilitate identification,
authentication and authorization:

« Entitlement info: information indicating what Entitled Parties are entitled to what (parts of) services;
« Delegation info: information indicating which (parts of) an Entitled Party's rights (as registered at the
Service Provider or the Authorization Registry) are delegated to a Service Consumer;
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+ Authorization info: information indicating which Human Service Consumers are authorized to act on a
Service Conumer's behalf;
« Identity info: information about a Human Service Consumer's identity (only applicable in H2M use cases).

All complexity can be brought back to three primary use cases, with 21 variations.

Three primary use cases

1. Machine to Machine service provision;

Primary use case 1 caters to all Machine to Machine cases.

2. Human to Machine service provision with authorization and identity info held at the Service Provider;
Primary use case 2 caters to all Human to Machine cases where the Service Provider resides over both
identity information and authorization information. He has not outsourced identification, authentication
and authorization, and therefore does not need to consult certified parties

3. Human to Machine service provision with identity info held at the Identity Provider.

Primary use case 3 caters to all Human to Machine cases where identity information is held at an Identity
Provider. The Service Provider has outsourced identification and authentication, and therefore needs to
consult the Identity Provider.

Derived use cases

The primary use cases all know a variety of derived use cases. Derived use cases are variations of the primary use
cases in which delegation- and authorization information required by the Service Provider is held by (i.e.
outsourced to) and retrieved from different parties. In technical terms, we call the party holding information

a Policy Information Point (PIP). This PIP, as in XACML 3.0, acts as the source of the information. There are
different use case variations for different PIPs for delegation- and/or authorization information, as presented in the
use case tables below. Note that entitlement info is always held by the Service Provider which is (consequently) not
depicted in the tables below.

The Service Provider requests (from the PIP(s)) and evaluates the information required to decide whether or not to
grant a Service Consumer access to a service. After making its decision based on the received information, it grants
this access (or not) to the Service Consumer. Technically, the Service Provider therefore acts as Policy
Enforcement Point (PEP) and Policy Decision Point (PDP) in all use cases.

Primary use case 1 (and derived use cases)*: M2M service provision

Use case initiated by the Machine Service Consumer

Delegation info PIP
No delegation Servic  Entitle  Author
e d ization
Provid = Party Reg
er
Derived use cases™™ 1 la 1b 1c

*Use case 1 and its variations can also be initiated by a Human Service Consumer through an app. In such case, the
Machine Service Consumer acts as a proxy between the Human Service Consumer and the Service Provider's
machine as described here.
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**Primary use case 1 assumes that authorization information is always present in a valid token used by the Machine
Service Consumer. Therefore primary use case 1 has no derived use cases where authorization information is
retrieved from other parties.

Note that interaction sequences are not described in the table above. In derived use cases 1b and 1c, several
interaction sequences are possible depending on who requests delegation info from the PIP. If the Entitled Party is
the delegation info PIP:

1. The Service Provider can request delegation info after a service request from the Service Consumer;

2. The Machine Service Consumer can request delegation info and include it in its service request to the
Service Provider;

3. The Entitled Party can push delegation info to the Machine Service Consumer, so it can include it in its
service request to the Service Provider.

If the Authorization Registry is the delegation info PIP:

1. The Service Provider can request delegation info after a service request from the Service Consumer;
2. The Machine Service Consumer can request delegation info and include it in its service request to the
Service Provider.

Use case 1 only has one interaction pattern as there is no delegation info PIP. Derived use case 1a also has one
interaction pattern as the Service Provider is the Delegation info PIP and therefore already has the delegation info it
needs.

Primary use case 2 (and derived use cases): H2M service provision with authorization info and identity info
held at the SP

Use case initiated by the Human Service Consumer

Delegation info PIP

No S E A
delegati e n u
on roti ot
v tl h
i e o
c d
e P 2z
P a a
ror i
o t o
Vv y n
i R
d e
€ g
r
Auth Service Provider 2 2 2
info PIP a b ¢

Primary use case 3 (and derived use cases): H2M service provision with identity info held at the IDP

Detailed descriptions - 61



iSHARE Scheme - Version 1.8

Use case initiated by the Human Service Consumer

Delegation info PIP

No S E A
delegati e n u
on roti ot
v tl h
i e o
c d
e P 2z
P a a
ror i
o t o
V Yy n
i R
d e
e g
r
Auth Service Provider 3 3 3
info a b ¢
PIP
Entitled Party 3.1 3 3
a b ¢
1 1 1
Authorization Reg 3.2 3 3 3
a b c
2 2 2
Identity Provider* 33 3 3 3
a b ¢
3 3 3

*The Identity Provider cannot hold explicit authorization info, but it can hold info about a Human Service
Consumer's identity that implies authorization - i.e. 'working for truck company X'

Note again that interaction sequences are not described in the tables above. AHuman Service Consumer

cannot include delegation (or authorization) info in its service request to the Service Provider. In use cases 2 and 3
(and derived use cases), therefore, the Service Provider will always request delegation- and/or authorization info
from the respective PIP(s) after a service request from the Human Service Consumer.

Several interaction sequences are still theoretically possible depending on who requests a login from the Identity
Provider. During the Functional working groups, however, it appeared that in practice, a Human Service Consumer
will never request login from an Identity Provider before requesting a service from the Service Provider. Until
proven otherwise, therefore, the only interaction sequence in scope for use cases 2 and 3 (and derived use cases) is
the one in which the Service Provider (also) requests login from the Identity Provider after a service request from
the Human Service Consumer.
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In use case 3 (and derived use cases), an Identity Broker can be introduced to broker the relation between the
Service Provider and the Identity Provider(s) and/or the Service Provider and the Authorization Registry(s). This is
optional and useful in situations with several Identity Providers and/or Authorization Registries. Use case 3 is
detailed both without an Identity Broker and with one, while derived use cases 3.2 and 3c.2 both include an Identity
Broker.

Rest of this section

Please note that all use cases that contain a hyperlink (in their respective tables) are detailed on their own page - as
follows:

* Roles;

« Depiction of legal relations, prerequisite registration and use case interaction;
« Description of prerequisites and use case interaction;

+ Sequence diagram.

For both use case 2 and 3 (and derived use cases), an interface is required. Requirements to this interface are
summarised here.
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1. M2M service provision

In use case 1, a service is provided by the Service Provider to the Machine Service Consumer.

Roles
Delegation info PIP
No delegation S E A
e n u
roti ot
v tl h
i e o
c d i
e P z
P a a
rr i
o t o
V Yy n
i R
d e
€ g
r
Use case 1. M2M service provision 1 1 1
variation a b

As no delegation takes place, the legal entity fulfilling the Entitled Party-role also fulfils the Service Consumer-role.

Depiction

Legal relations
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Description

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Service Consumer.

In this use case the Entitled Party is also the Service Consumer.

*The Service Provider can outsource this function to a third party

The use case consists of the following steps:

1.
2.

The Machine Service Consumer requests a service from the Service Provider;
The Service Provider authenticates the Machine Service Consumer and validates the iISHARE adherence of
the Service Consumer;

. The Service Provider authorizes the Machine Service Consumer of the Service Consumer based on the

entitlement information registered with the Service Provider;
The Service Provider executes the requested service;

. The Service Provider provides the service result to the Machine Service Consumer.

Sequence diagram

| Service Consumer (SC) | | Service Provider (SP)

1. Request service

2.
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1b. M2M service provision with the EP as the delegation info PIP

In use case 1b, a service is provided by the Service Provider to the Machine Service Consumer. The Service
Consumer has been delegated by the Entitled Party.

Roles
Delegation info PIP
No delegation Servic  Entitle  Author
e d ization
Provid  Party Reg
er
Use case variation 1 la 1b 1c

Note that interaction sequences are not described in the table above. In derived use case 1b, three interaction
sequences are possible depending on who requests delegation info from the PIP:

1. The Service Provider can request delegation info after a service request from the Service Consumer;
2. The Machine Service Consumer can request delegation info and include it in its service request to the
Service Provider;

3. The Entitled Party can push delegation info to the Machine Service Consumer, so it can include it in its
service request to the Service Provider.

Interaction sequence 3 is detailed below.

Depiction

Legal relations
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Legend

O Role
f Adhering role
{~ Certified role

e Mandatory relation

e--¢ Relation through usage

Note that no prior legal relation exists between the Service Consumer and the Service Provider. Which services can

be consumed by the Service Consumer, as delegated by the Entitled Party, is set out in the mandatory relation
between this Entitled Party and the Service Provider.

Prerequisite registration
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Legend

O Role
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" Machine
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o—e H2M interaction
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O Role
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[~ Certified role

'l Machine
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Description

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Service Consumer;

The delegation/authorization responsible at the Entitled Party delegates (part of) the Entitled Party's rights
(as registered at the Service Provider) to the Service Consumer. He provides the Machine Service Consumer
of the Service Consumer with evidence of this delegation.

*The Service Provider can outsource this function to a third party

The use case consists of the following steps:

1.

The Machine Service Consumer requests a service from the Service Provider. With this requests it includes
the evidence obtained from the Entitled Party;

. The Service Provider authenticates the Machine Service Consumer and validates the iSHARE adherence of

the Service Consumer;

. The Service Provider validates the received delegation evidence through the following steps:

a. The Service Provider authenticates the Entitled Party and validates its iISHARE adherence based on
the delegation evidence;
b. The Service Provider authorizes the Entitled Party based on the entitlement information registered
with the Service Provider.
The Service Provider authorizes the Machine Service Consumer of the Service Consumer based on the
validity of the delegation evidence;
The Service Provider executes the requested service;

. The Service Provider provides the service result to the Machine Service Consumer.

Sequence diagram
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1c. M2M service provision with the AR as the delegation info PIP

In use case 1c, a service is provided by the Service Provider to the Service Consumer. The Service Consumer has
been delegated by the Entitled Party, and delegation evidence is registered at an AuthoriZation Registry.

Roles
Delegation info PIP
No delegation Servic  Entitle  Author
e d ization
Provid = Party Reg
er
Use case variation 1 la 1b 1c

Note that interaction sequences are not described in the table above. In derived use case 1c, two interaction
sequences are possible depending on who requests delegation info from the PIP:

1. The Service Provider can request delegation info after a service request from the Service Consumer;
2. The Machine Service Consumer can request delegation info and include it in its service request to the
Service Provider.

Interaction sequence 1 is detailed below.

Depiction

Legal relations

Legend

O Role
f Adhering role
f Certified role

+—e Mandatory relation

e--e Relation through usage
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Note that no prior legal relation exists between the Service Consumer and the Service Provider. Which services can
be consumed by the Service Consumer, as delegated by the Entitled Party, is set out in the mandatory relation
between this Entitled Party and the Service Provider.

Prerequisite registration

Legend

O Role

' Adhering role
[~ Certified role

ll Machine

7 eg&( ) Delegation/authz
2 responsible

+—e H2M interaction

Use case interaction
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Legend

O Role

f Adhering role
{~ Certified role

'l Machine

+—e M2ZM interaction

Description

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Service Consumer;

The delegation/authorization responsible at the Entitled Party delegates (part of) the Entitled Party's rights
(as registered at the Service Provider) to the Service Consumer. He registers this delegation in an
Authorization Registry;

The Service Provider knows which Authorization Registry to request the delegation evidence from;

The Service Provider is able to authenticate the Authorization Registry;

The Authorization Registry is able to authenticate the Service Provider;

Itis clear, through scheme agreements, under what conditions an Authorization Registry can provide
delegation information to a Service Provider.

*The Service Provider can outsource this function to a third party

The use case consists of the following steps:

1.
2.

»

The Machine Service Consumer requests a service from the Service Provider;

The Service Provider authenticates the Machine Service Consumer and validates the iSHARE adherence of
the Service Consumer;

The Service Provider requests delegation evidence from the Authorization Registry;

The Authorization Registry authenticates the Service Provider and validates its iSHARE adherence;

. The Authorization Registry authorizes the Service Provider based on the scheme agreements for providing

delegation information;
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6. The Authorization Registry provides the delegation evidence;
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7. The Service Provider validates the received delegation evidence through the following steps:
a. The Service Provider authenticates the Authorization Registry and validates its iISHARE certification;
b. The Service Provider authorizes the Entitled Party based on the entitlement information registered

with the Service Provider, and validates its iSHARE adherence.

8. The Service Provider authorizes the Machine Service Consumer of the Service Consumer based on the
validity of the delegation evidence;
9. The Service Provider executes the requested service;

10. The Service Provider provides the service result to the Machine Service Consumer.

Sequence diagram
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M2M service provision including an app

Use case 1 and its variations can be initiated by a Human Service Consumer through an app. In such case, the

Machine Service Consumer acts as a proxy between the Human Service Consumer and the Service Provider's
machine.

Roles
Delegation info PIP
No delegation Servic  Entitle  Author
e d ization
Provid = Party Reg
er
Use case variation 1 la 1b 1c
Depiction

Legal relations

Same legal entity

\'\‘ ed Pc)

(s A

Legend

O Role
f Adhering role
f Certified role

—e Mandatory relation

Use case interaction
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Same legal entity

ed p
o U
A3 [

Legend

O Role

f Adhering role
{~ Certified role

'l Machine
£ Human

+—e M2ZM interaction
o—e H2M interaction

Description

As to use case 1, it is prerequisite of this use case that:

+ The Service Provider has and manages its own entitlement information indicating what Entitled Parties are

entitled to what (parts of) services*;

« The Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Service Consumer.

In this use case the Entitled Party is also the Service Consumer.

*The Service Provider can outsource this function to a third party

The use case consists of the following steps:

The Human Service Consumer uses an app to request a service at the Machine Service Consumer - the
Human Service Consumer's identity is included in the request;
The request is mapped to a service request;

The Machine Service Consumer requests a service from the Service Provider;

The Service Provider authenticates the Machine Service Consumer and validates the iISHARE adherence of
the Service Consumer;

The Service Provider authorizes the Machine Service Consumer of the Service Consumer based on the
entitlement information registered with the Service Provider;

The Service Provider executes the requested service;

The Service Provider provides the service result to the Machine Service Consumer;

The Human Service Consumer accesses the result through app.
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2. H2M service provision with identity info at the SP

In use case 2, a service is provided by the Service Provider to the Human Service Consumer. Identity info is held at
the Service Provider.

Roles
Delegation info PIP
No delegation S E A
e n u
roti ot
v tl h
i e o
c d i
e P z
P a a
rr i
o t o
V Yy n
i R
d e
€ g
r
Auth Service Provider 2. H2M service provision with identity info 2 2 2
info PIP atthe SP a b ¢

As no delegation takes place, the legal entity fulfilling the Entitled Party-role also fulfils the Service Consumer-role.

Depiction

Legal relations
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Legend

o Role

e Adhering role
{~ Certified role

+—s Mandatory relation
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Use case interaction

Same legal entity

Legend

O Role

f Adhering role
f Certified role

ii Machine

82 Human

+—s HZM interaction

Description

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The Service Consumer has and manages its own authorization information indicating which Human Service
Consumers are authorized to act on its behalf**;

The delegation/authorization responsible at the the Service Consumer registers the authorization
information at the Service Provider;

The Human Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Human Service Consumer;

The Human Service Consumer has been issued identity credentials by the Service Provider.

In this use case the Entitled Party is also the Service Consumer.

*The Service Provider can outsource this function to a third party
**The Service Consumer can outsource this function to a third party

The use case consists of the following steps:

1.
2.

The Human Service Consumer requests a service from the Service Provider;
The Service Provider authenticates the Human Service Consumer, and validates the iSHARE adherence of
the Service Consumer;

. The Service Provider authorizes the Human Service Consumer of the Service Consumer based on the

entitlement- and authorization information registered with the Service Provider;;
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4. The Service Provider executes the requested service;

5. The Service Provider provides the service result to the Human Service Consumer.

Sequence diagram
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3. H2M service provision with identity info at the IP

In use case 3, a service is provided by the Service Provider to the Human Service Consumer. Identity info is held at
the Identity Provider.

Roles
Delegation
info PIP
N S E A
0 e n u
d r ti t
e v tl h
[ i e o
e ¢ d i
g e P z
a P a a
ti r r i
o o t o
n v y n
i R
d e
e g
r
Auth Service Provider 3 3 3 3
info PIP . a b ¢
Entitled Party 3 3 3
. a b ¢
1 .
1 1 1
Authorization Reg 33 3 3
. a b c
2 .
2 2 2
Identity Provider* 3 3 3 3
. a b ¢
3 .. .
3 3 3

*The Identity Provider cannot hold explicit authorization info, but it can hold info about a Human Service
Consumer's identity that implies authorization - i.e. 'working for truck company X'

As no delegation takes place, the legal entity fulfilling the Entitled Party-role also fulfils the Service Consumer-role.

Note that an Identity Broker is introduced to broker the relation between the Service Provider and the Identity
Provider(s) and/or the Service Provider and the Authorization Registry(s). This is optional and useful in situations
with several Identity Providers and/or Authorization Registries.
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Depiction

Legal relations

Same legal entity

Legend

o Role
f Adhering role
f Certified role

s Mandatory relation

Prerequisite registration
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Description

It is prerequisite of this use case that:

The Service Provider has and manages its own authorization information indicating what Entitled Parties
are entitled to what (parts of) services*;

The Service Consumer has and manages its own authorization information indicating which Human Service
Consumers are authorized to act on its behalf**;

The delegation/authorization responsible at the the Service Consumer registers the authorization
information at the Service Provider;

The Human Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Human Service Consumer;

The Identity Provider is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Provider;

The Identity Broker is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Broker;

The Human Service Consumer has been issued identity credentials by the Identity Provider.

In this use case the Entitled Party is also the Service Consumer.

*The Service Provider can outsource this function to a third party

**The Entitled Party can outsource this function to a third party

The use case consists of the following steps:

PN~ WDN

10.

11.
12.

The Human Service Consumer requests a service from the Service Provider;

The Service Provider requests a login from the Identity Broker;

The Identity Broker asks the Human Service Consumer to select his Identity Provider;

The Identity Broker requests a login from the Identity Provider;

The Identity Provider authenticates the Human Service Consumer;

The Identity Provider issues an identity assertion for the Service Provider to the Identity Broker;

The Identity Broker forwards the identity assertion to the Service Provider;

The Service Provider validates the identity assertion through the following steps:
a. The Service Provider authenticates the Identity Broker and validates its iSHARE certification;
b. The Service Provider authenticates the Identity Provider and validates its iSHARE certification.

. The Service Provider authenticates the Human Service Consumer based on the validity of the identity

assertion, and validates the iISHARE adherence of the Service Consumer;

The Service Provider authorizes the Human Service Consumer of the Service Consumer based on the
authorization information registered with the Service Provider;

The Service Provider executes the requested service;

The Service Provider provides the service result to the Human Service Consumer.

Sequence diagram
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This use case would look as follows without an Identity Broker:

Depiction without Identity Broker

Legal view

Same legal entity

Legend

o Role
f Adhering role
f Certified role
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Prerequisite registration
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Description without Identity Broker

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The Service Consumer has and manages its own authorization information indicating which Human Service
Consumers are authorized to act on its behalf**;

The Service Consumer registers the authorization information at the Service Provider;

The Human Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Human Service Consumer;

The Identity Provider is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Provider;

The Human Service Consumer has been issued identity credentials by the Identity Provider.

In this use case the Entitled Party is also the Service Consumer.

*The Service Provider can outsource this function to a third party

**The Service Consumer can outsource this function to a third party

The use case consists of the following steps:

L

The Human Service Consumer requests a service from the Service Provider;

The Service Provider requests a login from the Identity Provider;

The Identity Provider authenticates the Human Service Consumer;

The Identity Provider issues an identity assertion to the Service Provider;

The Service Provider validates the identity assertion through the following steps:

a. The Service Provider authenticates the Identity Provider and validates its iISHARE certification.
The Service Provider authenticates the Human Service Consumer based on the validity of the identity
assertion, and validates the iISHARE adherence of the Service Consumer;

The Service Provider authorizes the Human Service Consumer of the Service Consumer based on the
entitlement information registered with the Service Provider;

The Service Provider executes the requested service;

The Service Provider provides the service result to the Human Service Consumer.

Sequence diagram without Identity Broker
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3.2. H2M service provision with identity info at the IP and the AR as the authorization info PIP

In use case 3.2, a service is provided by the Service Provider to the Human Service Consumer. Identity info is held at
the Identity Provider. Authorization info is registered in an Authorization Registry.

Roles

Delegation info PIP
No S E A
delegati e n u
on rootiot
v tl h
i e o
c d i
e P z
P a a
ror i
o t o
Vv y n
i R
d e
€ g

r

Auth Service Provider 3 3 3 3
info PIP a b ¢
Entitled Party 3.1 3 3
a b ¢
1 1 1
Authorization Reg 3.2 3 3 3
a b ¢
2 2 2
Identity Provider* 33 3 3 3
a b ¢
3 3 3

*The Identity Provider cannot hold explicit authorization info, but it can hold info about a Human Service
Consumer's identity that implies authorization - i.e. 'working for truck company X'

As no delegation takes place, the Entitled Party is also the Service Consumer.

Note that an Identity Broker is introduced to broker the relation between the Service Provider and the Identity
Provider(s) and/or the Service Provider and the Authorization Registry(s). This is optional and useful in situations
with several Identity Providers and/or Authorization Registries.
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Depiction
Legal relations

Same legal entity
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f Certified role

s Mandatory relation

Prerequisite registration

Detailed descriptions - 91



Same legal entity

Use case interaction
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Description

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The Service Consumer has and manages its own authorization information indicating which Human Service
Consumers are authorized to act on its behalf**;

The delegation/authorization responsible at the the Service Consumer registers the authorization
information in an Authorization Registry;

The Human Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Human Service Consumer;

The Authorization Registry is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Authorization Registry;

The Identity Provider is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Provider;

The Identity Broker is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Broker;

The Identity Broker knows which Authorization Registry to request the authorization evidence from;

The Human Service Consumer has been issued identity credentials by the Identity Provider.

In this use case the Entitled Party is also the Service Consumer.

*The Service Provider can outsource this function to a third party

**The Service Consumer can outsource this function to a third party

The use case consists of the following steps:

WO NOOAEWNE

=
N B O

13.

14,

15.
16.

The Human Service Consumer requests a service from the Service Provider;

The Service Provider requests a login from the Identity Broker;

The Identity Broker asks the Human Service Consumer to select his Identity Provider;

The Identity Broker requests a login from the Identity Provider;

The Identity Provider authenticates the Human Service Consumer;

The Identity Provider issues an identity assertion for the Service Provider to the Identity Broker;

The Identity Broker requests authorization evidence from the Authorization Registry;

The Authorization Registry authenticates the Service Provider and validates its iSHARE adherence;

The Authorization Registry authorizes the Service Provider;

The Authorization Registry issues an authorization assertion for the Service Provider to the Identity Broker;

. The Identity Broker forwards the identity assertion and the authorization assertion to the Service Provider;
. The Service Provider validates the identity assertion through the following steps:

a. The Service Provider authenticates the Identity Broker and validates its iSHARE certification;

b. The Service Provider authenticates the Identity Provider and validates its iSHARE certification;

c. The Service Provider authenticates the Authorization Registry and validates its iSHARE certification.
The Service Provider authenticates the Human Service Consumer based on the validity of the identity
assertion, and validates the iISHARE adherence of the Service Consumer;

The Service Provider authorizes the Human Service Consumer of the Service Consumer based on the validity
of the authorization assertion;

The Service Provider executes the requested service;

The Service Provider provides the service result to the Human Service Consumer.

Sequence diagram
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3c.2. H2M service provision with identity info at the IP, an AR as the authorization info PIP, and another AR as the
delegation info PIP

In use case 3c.2, a service is provided by the Service Provider to the Human Service Consumer, who has been
delegated by the Entitled Party. Delegation evidence is registered in one Authorization Registry, while authorization
info is registered in another Authorization Registry.

Roles
Delegation info PIP
No S E A
delegati e n u
on rootiot
v tl h
i e o
c d i
e P z
P a a
rr i
o t o
Vv y n
i R
d e
€ g
r
Auth Service Provider 3 3 3 3
info PIP a b ¢
Entitled Party 3.1 3 3
a b ¢
1 1 1
Authorization Reg 3.2 3 3
a b ¢
2 2 2
Identity Provider* 33 3 3 3
a b ¢
3 3 3

*The Identity Provider cannot hold explicit authorization info, but it can hold info about a Human Service
Consumer's identity that implies authorization - i.e. 'working for truck company X'

Note that an Identity Broker is introduced to broker the relation between the Service Provider and the Identity
Provider(s) and/or the Service Provider and the Authorization Registry(s). This is optional and useful in situations
with several Identity Providers and/or Authorization Registries.
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Depiction

Legal relations

Legend

o Role
f Adhering role
f Certified role

s Mandatory relation

e--s Relation through usage

Note that no prior legal relation exists between the Service Consumer and the Service Provider. Which services can
be consumed by the Service Consumer, as delegated by the Entitled Party, is set out in the mandatory relation
between this Entitled Party and the Service Provider.

Prerequisite registration
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Description

In this derived use case, the Entitled Party delegates its rights to the Service Consumer. Note that because the
Entitled Party utilises another Authorization Registry to register its delegation info than the Service Consumer to
register its authorization info, two Authorization Registries appear.

It is prerequisite of this use case that:

The Service Provider has and manages its own entitlement information indicating what Entitled Parties are
entitled to what (parts of) services*;

The delegation/authorization responsible at the Entitled Party delegates (part of) the Entitled Party's rights
(as registered at the Service Provider) to the Service Consumer. He registers this delegation in Authorization
Registry 2;

The Service Consumer has and manages its own authorization information indicating which Human Service
Consumers are authorized to act on its behalf**;

The delegation/authorization responsible at the the Service Consumer registers the authorization
information in Authorization Registry 1;

The Human Service Consumer is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Human Service Consumer;

Both Authorization Registries are able to authenticate the Service Provider;

The Service Provider is able to authenticate both Authorization Registries;

The Service Provider knows which Authorization Registry to request the delegation/authorization info from;
Itis clear, through scheme agreements, under what conditions an Authorization Registry can provide
delegation/authorization information to a other parties;

The Identity Provider is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Provider;

The Identity Broker is able to authenticate the Service Provider;

The Service Provider is able to authenticate the Identity Broker;

The Identity Broker knows which Authorization Registry to request the authorization evidence from;

The Human Service Consumer has been issued identity credentials by the Identity Provider

* The Service Provider can outsource this function to a third party

** The Entitled Party can outsource this function to a third party

The use case consists of the following steps:

WO NOOAEWNE

=
N B O

The Human Service Consumer requests a service from the Service Provider;

The Service Provider requests a login from the Identity Broker;

The Identity Broker asks the Human Service Consumer to select his Identity Provider;

The Identity Broker requests a login from the Identity Provider;

The Identity Provider authenticates the Human Service Consumer;

The Identity Provider issues an identity assertion for the Service Provider to the Identity Broker;

The Identity Broker requests authorization evidence from Authorization Registry 1;

Authorization Registry 1 authenticates the Service Provider and validates its iISHARE adherence;
Authorization Registry 1 authorizes the Service Provider;

Authorization Registry 1 issues an authorization assertion for the Service Provider to the Identity Broker;

. The Identity Broker forwards the identity assertion and the authorization assertion to the Service Provider;
. The Service Provider validates the identity assertion through the following steps:

a. The Service Provider authenticates the Identity Broker and validates its iSHARE certification;
b. The Service Provider authenticates the Identity Provider and validates its iSHARE certification;
c. The Service Provider authenticates Authorization Registry 1 and validates its iISHARE certification.
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The Service Provider authenticates the Human Service Consumer based on the validity of the identity
assertion, and validates the iISHARE adherence of the Service Consumer;

The Service Provider requests delegation evidence from Authorization Registry 2;
Authorization Registry 2 authenticates the Service Provider and validates its iISHARE adherence;
Authorization Registry 2 authorizes the Service Provider based on the scheme agreements for providing
authorization information;
Authorization Registry 2 provides the delegation evidence;
The Service Provider validates the received delegation evidence through the following steps:
a. The Service Provider authenticates Authorization Registry 2 and validates its iISHARE certification;
b. The Service Provider authorizes Entitled Party 1 based on the entitlement information registered
with the Service Provider, and validates its iSHARE adherence.
The Service Provider authorizes the Human Service Consumer of the Service Consumer based on the validity
of the delegation evidence;
The Service Provider executes the requested service;
The Service Provider provides the service result to the Human Service Consumer.

Sequence diagrams

Total

Prerequisites
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Secondary use cases
iSHARE's three primary use cases are supported by seven secondary use cases. These include:

+ Processes related to registration;
« Processes that recur in primary use cases.

Processes related to registration

These four secondary use cases need to be completed before any, or specific, primary use cases can be initiated.

Any party needs to:

la. Register adherence/certification at Scheme Owner
and later needs to be able to:

1b. Modify adherence/certification at Scheme Owner

Before initiating Human to Machine use cases, the Service Consumer needs to:

2a. Create Service Consumer and/or Human Service Consumer identity at Identity Provider
Prerequisites:

+ An agreement needs to be in place between Service Consumer and Identity Provider;
+ An agreement needs to be in place between Service Provider and Identity Provider.

later, a Service Consumer needs to be able to:

2b. Modify Service Consumer and/or Human Service Consumer identity at Identity Provider

When delegating rights, the Entitled Party needs to:

3a. Register delegation at Service Provider, Entitled Party, or Authorization Registry
Prerequisite:

+ Forregistration at Service Provider or Authorization Registry, an agreement needs to be in place
between Entitled Party and Service Provider or Authorization Registry.

later, an Entitled Party needs to be able to:

3b. Modify delegation at Service Provider, Entitled Party, or Authorization Registry

When authorizing something or -one, the Service Consumer needs to:
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4a. Register authorization at Service Provider, Entitled Party, or Authorization Registry
Prerequisite:

« For registration at Service Provider or Authorization Registry, an agreement needs to be in place
between Service Consumer and Service Provider or Authorization Registry.

later, a Service Consumer needs to be able to:

4b. Modify authorization at Service Provider, Entitled Party, or Authorization Registry

Processes that recur in primary use cases

These three secondary use cases form the wiring of all primary use cases. Without them, primary use cases cannot
be completed successfully.

In any primary use case, any party needs to:
5a. Check whether its counterparty is iSHARE adherent/certified (with the Scheme Owner)
5b. Check whether its counterparty’s certificate is valid

In any primary use case, the Service Provider also needs to:

6. Determine an authorization decision based on entitlement-, delegation-, and/or authorization info in its
own contract administration and/or from external PIPs

When delegation- or authorization info is requested by a Service Provider, an Authorization Registry or Entitled
Party also needs to:

7. Determine authorization decision based on Service Consumer assertion included in Service Provider’s
request

Please note that the secondary use cases will not be detailed more than the above. No depictions or sequence
diagrams are to be developed (contrary to for the primary use cases). This (deliberately) leaves freedom in
implementation.
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Licenses

Within iSHARE it is possible to explicitly provide instructions on how a service may be consumed or under which
conditions data is exchanged. These instructions or conditions are called 'licenses'. Licenses are a crucial part of
iSHARE, because they provide its participants the possibility to clearly state what is and what is not allowed. Since
all ISHARE participants are bound to the same contract and underlying scheme rules, participants can appeal to
each other to follow the provided licenses.

License code list

Purpose code Description

0000 No limitations

0001 Re-sharing with Adhering Parties only

0002 Internal use only

0003 Non-commercial use only: licensee may not use the data to generate
revenue

0004 Licensee may enrich received data with own data before re-sharing

0005 Licensee may enrich received data with data of others before re-
sharing

0006 Licensee may enrich received data with own data before re-sharing on

a non-commercial basis

0007 Licensee may enrich received data with data of others before re-
sharing on a non-commercial basis

9999 As determined between Parties
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Delegation paths

A key functionality of iISHARE is delegating rights to another party, authorising them to act on your behalf. A single
delegation was described in the delegation use case.

In essence, Service Providers need to decide whether a Service Consumer is allowed access to a certain resource.
To take the right access decisions, Service Providers need to interpret all relevant evidence to come to a decision: in
other words: a 'logical sum' of evidence. This page further elaborates on situations where more than one
delegation are issued that have overlapping properties.

Example 1: Single delegation

In the situation of a single delegation, a Service Provider could encounter the following situation:

Overview of delegation evidence on the basis of
which SP needs to decide what rights party D has to
A’s resources

Party D asks:
» Access: Read /
¢ Resources: X,Y

Situation: » Delegate: None

e Resources X,Y and
Z of party A are
located at the SP

* The SP needs to
decide on when to
provide access to
party A’s
resources or not

SP decides this is OK based
on given evidence!

Party D asks: x

e Access: Read
* Resources: Z
» Delegate: None

SP decides this is NOT OK
SP’s decision space on A’s resources based on given evidence!
concerning the service request by D

Example 2: Simple path of delegation

In practice, it can occur that various organisation delegate rights to various other organisation. Combining these
delegations, a 'path of delegation' can be established, as isillustrated in the following example:
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Situation:

Resources X,Y and
Z of party A are
located at the SP
The SP needs to
decide on when to
provide access to
party A’s

resources or not

Overview of delegation evidence on the basis of
which SP needs to decide what rights party D has to
A’s resources

Party A delegates
to party B:
Access: Read/Write

Resources: X,Y
Delegate: 2 times
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Party D asks:
» Access: Read \/
e Resources: X,Y

» Delegate: None

SP decides this is OK based
on given evidence!

Party D asks: x

e Access: Read
* Resources: Z
* Delegate: None

SP decides this is NOT OK
based on given evidence!

Example 3: Complex path of delegation

The following example illustrates a more complex delegation situation, where specific rights are delegated in terms
of actions, resources and the right to further delegate these rights:

Situation:

Resources X,Y and
Z of party A are
located at the SP
The SP needs to
decide on when to
provide access to
party A’s

resources or not

Overview of delegation evidence on the basis of
which SP needs to decide what rights party D has to
A’s resources

Party D asks: ‘/

» Access: Read
* Resources: X,Y
+ Delegate: None

SP decides this is OK based
on given evidence!

Party D asks:
* Access: Read x
* Resources: Z

+ Delegate: None

SP decides this is NOT OK
based on given evidence!

Party Q resides over party A's resources. When evaluating the available delegation evidence, organisation Q can
conclude that organisation D has 'read' rights to resources X and Y but is not allowed to delegate these reading
rights any further.

What is important to note for this path of delegation, is that the delegation rights do not have to be givenin a
chronological order. If party C just now delegated rights to D while party D would have requested access earlier
than party C would have delegated rights, the delegation path would not exist.

Within iSHARE, it is possible to define more detailed rights to resources - as described in the key functionality
section in the introduction. For a detailed technical explanation of delegations, please refer to the 'structure of
delegation evidence' chapter.
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Functional requirements per role
This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.
This chapter summarises the responsibilities and functional requirements per role:

+ Adheringroles:
» Service Consumer;
« Service Provider;
« Entitled Party.
« Certified roles:
« ldentity Provider;
« ldentity Broker;
« Authorization Registry.

One requirement to any legal entity fulfilling a role is that they MUST provide a unique identifier.

Adhering roles

Please refer to the detailed Operation descriptions for what criteria need to be met to be admitted to the iSHARE
network.

Service Consumer

The Service Consumer-role is fulfilled by a legal entity that consumes a service, such as data, as provided by a
Service Provider.

A Service Consumer can be represented by a machine (its system) or a human, fittingly called the Machine Service
Consumer and the Human Service Consumer.

The functional requirements applicable to Service Consumers are as follows:

» iSHARE adherence is REQUIRED.

Service Provider

The Service Provider-role is fulfilled by a legal entity that provides a service, such as data, for consumption by a
Service Consumer.

The functional requirements applicable to Service Providers are as follows:

« iSHARE adherence is REQUIRED;
« Alluserinterfaces available in an iSHARE context MUST comply with the iISHARE's user interface
requirements.

Entitled Party

The Entitled Party-role is fulfilled by a legal entity that has one or more rights to a service provided by a Service
Provider, for example to data. These rights, or entitlements, are established in a legal relation between the Entitled
Party and the Service Provider.

The Entitled Party- and Service Consumer-roles can be fulfilled by the same entity - i.e. a legal entity that consumes
a service based on its own entitlements to this service - but this is not necessary. Legal entities that are entitled to a
service can delegate other entities to consume this service on its behalf: the legal entity consuming the service,
then, does so on the basis of another entity's entitlements. In such use cases, as always, the Service Consumer
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consumes a Service Provider's service on the basis of the Entitled Party's entitlements, but the Service Consumer-
role is fulfilled by another entity than the Entitled Party-role.

The functional requirements applicable to Entitled Parties are as follows:

« iSHARE adherence is REQUIRED.

Certified roles

In line with guiding principle 3, iISHARE utilises the Afsprakenstelsel elektronische toegangsdiensten as a building
block for certifying Identity Providers, Identity Brokers, and Authorization Registries. Therefore, to become an
iSHARE certified party, a legal entity MUST (first) be admitted to the Afsprakenstelsel elektronische
toegangsdiensten (in the relevant role). The relevant roles include:

« Authenticatiedienst and Middelenuitgever for potential Identity Providers;
» Herkenningsmakelaar for potential Identity Brokers;
« Machtigingenregister for potential Authorization Registries.

Please refer to the detailed Operation descriptions for what (other) criteria need to be met to be admitted to the
iSHARE network.
Identity Provider

The Identity Provider-role is fulfilled by a legal entity whose tooling identifies and authenticates humans (and
specifically, Human Service Consumers representing Service Consumers). An Identity Provider:

« Provides identifiers for humans;
« Issues credentials (i.e. a password or electronic keycard) to humans;
« On the basis of this identification information, identifies and authenticates humans for Service Providers.

As a result, Service Providers can outsource identification and authentication to an Identity Provider instead of
implementing their own tooling.

The functional requirements applicable to Identity Providers are as follows:
« All functional requirements applicable to Afsprakenstelsel elektronische
toegangsdienstenroles Authenticatiedienst and Middelenuitgever.

 iSHARE certification is REQUIRED;
+ Alluserinterfaces available in an iISHARE context MUST comply with the iSHARE's user interface
requirements.

Identity Broker

Different humans might hold identifiers at different Identity Providers. Also, Service Providers might need to
connect to several Identity Providers. To make sure Service Providers do not need a relation with each Identity
Provider individually, an Identity Broker is introduced. The Identity Broker-role is fulfilled by a legal entity that
provides Service Providers access to different Identity Providers, and that offers humans the option to choose with
which Identity Provider to identify and authenticate themselves throughout the iISHARE Scheme.

As a result, if Service Providers choose to outsource identification and authentication to more than one Identity
Provider, they can connect to an Identity Broker instead of to several Identity Providers.

The functional requirements applicable to Identity Brokers are as follows:

« Allresponsibilities and functional requirements applicable to Afsprakenstelsel elektronische
toegangsdienstenrole Herkenningsmakelaar.

Detailed descriptions - 108


https://afsprakenstelsel.etoegang.nl/display/as/Startpagina
https://afsprakenstelsel.etoegang.nl/display/as/Startpagina
https://afsprakenstelsel.etoegang.nl/display/as/Startpagina
https://afsprakenstelsel.etoegang.nl/pages/viewpage.action?pageId=26247508
https://afsprakenstelsel.etoegang.nl/pages/viewpage.action?pageId=26247423
https://afsprakenstelsel.etoegang.nl/pages/viewpage.action?pageId=26247485
https://afsprakenstelsel.etoegang.nl/pages/viewpage.action?pageId=26247407
https://afsprakenstelsel.etoegang.nl/display/as/Verantwoordelijkheden+Authenticatiedienst
https://afsprakenstelsel.etoegang.nl/display/as/Verantwoordelijkheden+Middelenuitgever
https://afsprakenstelsel.etoegang.nl/display/as/Verantwoordelijkheden+Herkenningsmakelaar

iSHARE Scheme - Version 1.8

+ iSHARE certification is REQUIRED;

« All userinterfaces available in an iSHARE context MUST comply with the iISHARE's user interface
requirements.

Authorization Registry

The Authorization Registry-role is fulfilled by a legal entity who provides solutions for adhering parties for the
storage of delegation- and authorisation information. An AuthoriZation Registry:

« Can hold information on delegations to Service Consumers;
i.e. information indicating what parts of the rights of an Entitled Party are delegated to a Service Consumer.
« Can hold information on authorisations of humans representing a Service Consumer;
i.e. information indicating which humans are authorised to act on a Service Consumer's behalf.
+ Can check, on the basis of this information, whether a human or machine representing a legal entity is
authorised to take delivery of a service;
« Can confirm whether this is the case to the Service Provider.

As a result, Adhering Parties can outsource tasks concerning the management of authorisation and delegation
information to an Authorization Registry instead of implementing their own tooling.

The functional requirements applicable to Authorization Registries are as follows:

« Allresponsibilities and functional requirements applicable to Afsprakenstelsel elektronische
toegangsdienstenrole Machtigingenregister.

« iSHARE certification is REQUIRED.
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Identification by EORI

This part of the iISHARE scheme is considered normative and is therefore compliant with RFC 2119.

In order for parties to identify other parties, any party fulfilling a role in the iSHARE framework MUST provide a
unique identifier.

For this purpose, the Economic Operators Registration and Identification (EORI) number is reused. An EORI is
unique and valid throughout the European Community and is assigned by a customs authority or designated
authority in a Member State. Even non-European Community parties doing business in/with Europe have an EORI,
but if no EORI is available, a party is also allowed to supply its Chamber of Commerce number as alternative
identifier.

Currently the following identifiers are supported in iISHARE:
Identifier Example Description

EORI number EU.EORI.NL123456789 Economic Operators Registration and
Identification

KvK number NL.KVK.12345678 Dutch Chamber of Commerce number

Scheme Owner Identifier iSHARE Scheme Owner POC! String from the common name field in the
certificate used by the Scheme Owner

! For POC purposes only. Production and test certificates have yet to be obtained.

Role identifiers

In certain cases, when identifying a Certified Party it is also important to identify their iSHARE 'role'. For this
purpose iSHARE specifies the following identifiers:

Role identifier
IDENTITY_PROVIDER
IDENTITY_BROKER

AUTHORIZATION_REGISTRY
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User interface requirements

This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.

For all Human to Machine interactions, as in primary use case 2 and 3, an interface is required. This interface MUST
comply with the following guidelines:

The name of the legal entity that provides a broker service or identity provisioning service MUST be clearly
visible;

During the process of authentication, information not directly relating to the identity provision process or
supporting the identity provision process MAY NOT be present. Links to websites irrelevant to the identity
provisioning process or advertisements MAY NOT be present;

Parties facilitating the identity provision process MAY use their own corporate styling and logos;

The iSHARE brand MUST be shown during the identity provision process. Showing the iSHARE brand MUST
be in line with iSHARE communication guidelines;

Human Service Consumer that are being identified through the use of a browser MUST be able to verify the
URL and used SSL certificate during all steps of identity provisioning process.

Please note that extra guidance will need to be added for the context of apps: how can Human Service Consumers
verify that they are not being tricked?
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Technical

This section covers the Technical details of the iISHARE Scheme.

The section starts out with a chapter containing an overview of relevant technical standards that apply to the
iSHARE Scheme in general. Next, this section provides a dedicated chapter on the 'delegation evidence structure', a
JSON data structure which specifies how Authorisation Registries and Entitled Parties need to be able to present
delegation evidence upon request.

iSHARE role-specific APl requirements and the APIs which are exposed by the Scheme Owner can be found in the
dedicated iSHARE Developer Portal.

« Generic technical standards
« Structure of delegation evidence
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Generic technical standards
This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.

This chapter contains information on the generic technical standards that are applied in the iISHARE Scheme,
relevant to all parties involved.

iSHARE can be described as an API architecture, which enables all parties involved to engage in direct
communication. For interoperability reasons, iSHARE makes use of widely used open standards. Modified
implementations of OAuth 2.0 and OpenID Connect 1.0 are used to facilitate an ecosystem in which parties can
interact with previously unknown parties. Pre-registration, therefore, is not a prerequisite and this requires
alterations to the official standards. Also, for the authentication of parties within an iSHARE context, iISHARE uses
PKI and digital certificates relating to all participating parties.

Technical standards used in iISHARE and configuration aspects

The iSHARE Scheme also prescribes various general interface specifications regarding Caching, Dates & Times,
Party Identifiers, Response Codes and Web Server configuration. These are described in the following table and
corresponding topic pages as referred to in the table.

*BOLD: Contains specific iSHARE specifications

Technic  Charact Description

al er
standar
d
API Architec  Application Programming Interface
turirslci l API's are used in iSHARE to facilitate direct and realtime communication between
2 P different parties, eliminating the need for a central platform.
An API (Application Programming Interface) is a technical interface, consisting of a set of
protocols and data structuring standards ('API specifications') which enables computer
systems to directly communicate with each other. Data or services can be directly
requested from a server by adhering to the protocols. APIs are used to hide the full
complexity of software and make it easy for third parties to use parts of software or data
services. APIs are mainly meant for developers to make the creation of new applications
depending on other applications easier.
iSHARE prescribes caching requirements relating to the use of APIs in various situations.
PKI Architec  Public Key Infrastructure
tur;?lci l System for issuing and managing digital certificates. For authentication purposes,
z P iSHARE requires adhering and Certified Parties to acquire an X.509 certificate which is

distributed by a trusted root under certain PKl's (Public Key Infrastructure). For
interoperability on a European scale, all trusted roots under the elDAS regulation will be
trusted within iISHARE. However, initially, this will be limited to certificates issued under
PKloverheid.
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Description

Authentication standard, used in iSHARE to gain access to services through access
tokens. iISHARE has modified the OAuth 2.0 standard to work without pre-registration.

Pre-registration of clients MUST NOT be used. Certificate and status validation with the
iSHARE Scheme Owner is sufficient for authentication purposes. If needed, clients can
be registered after authenticating. To ensure security in unknown clients, iISHARE
prescribes whitelisted Certificate Authorities that MUST be used.

The OAuth 2.0 subpage also describes the iISHARE generic Authentication flow.

Authentication standard for the authentication of humans in an online context.
Functions as an additional layer on top of the OAuth 2.0 protocol.

HyperText Transfer Protocol (Secure)

iSHARE Scheme communication MUST be carried out over the HTTP protocol, and
secured through TLS 1.2 resulting in HTTPS.

iSHARE authentication/authorisation data is generally transferred in HTTP Headers.
These headers can become very large when containing multiple encrypted certificates
or JWT's. iSHARE parties SHOULD configure their web servers to accept HTTP headers of
100K length to minimise implementation impact on current services

The most recent version of the HTTP specification can be found here.

An overview of relevant iSHARE HTTP response codes can be found here.

Transport Layer Security

Transport Layer Security (TLS) is a cryptographic protocol that describes
communication security for computer networks. It is used to secure the HTTP protocol,
resulting in HTTPS. Within iSHARE, TLS 1.2 MUST be used for securing all HTTP
communications.

For the most recent version of the specification click on this link.
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Description

Representational State Transfer

REST is an architectural style for building systems and services, systems adhering to this
architectural style are commonly referred to as 'RESTful systems'. REST itself is not a
formal standard, but it is an architecture that applies various common technical
standards such as HTTP, JSON and URI.

Within iISHARE RESTful architectural principles MUST be applied to the APIs that are
specified.

A RESTful APl indicates that the APl architecture follows REST 'constraints'. Constraints
restrict the way that servers respond and process client requests, in order to preserve
the design goals which are intended by applying REST. Goals of REST are, among others,
performance and scalability. Both are of utmost importance in iSHARE.

RESTful systems are able to process common HTTP operations, such as GET, POST and
DELETE.

JavaScript Object Notation

JSON is an open standard data format that does not depend on a specific programming
language. This compact data format makes use of human-readable (easy to read) text to
exchange data objects (structured data) between applications and for data storage.

Within iISHARE, JSON is used as data structuring standard for scheme related
communication. For the most recent version of the JSON specification click on this link.

JSON Web Token

A JSON Web Token (JWT) is used in iSHARE when non-repudiation between parties is
required. A statement, of which the data is encoded in JSON, is digitally signed to
protect the authenticity and integrity of the statement.

AlliISHARE JWTs MUST be signed using the JWS specifications.

eXtensible Access Control Markup Language

Standard for defining authorisation policies. Within iSHARE, a JSON port of XACML 3.0 is
used to enable parties to communicate delegation evidence.

For the most recent version of the specification click on this link.
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Description

X.509 is a cryptographic standard for public key infrastructures (PKI’s) that specifies the
management of digital certificates and public-key encryption and keys of the Transport
Layer Security (TLS) protocol that is used to secure web and email communication.

For the most recent version of the specification click on this link.

In iISHARE all dates and times MUST be communicated in UTC time.

All dates and times MUST be formatted in the Unix timestamp format.
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Caching
This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.

Often data is temporarily stored on a different medium, to enable faster access to the data.

For every APl exposed under iSHARE caching MUST Be made explicit to the APl consumer.

If a response is not cacheable it MUST contain the following headers:
Adherence information

Cache-Control: no-store
Pragma: no-cache

If a response is cacheable it MUST contain the following headers:
Adherence information

Cache-Control: max-age=31536000

Note: max-age MAY vary
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After sending a HTTP request to a server, the server responds with (among others) a Status Code which indicates
the outcome of the request made to the server.

Within the iISHARE Scheme, the HTTP standard concerning response codes is followed as established by the IETF.
Please refer to the IETF website for further specification. Within iSHARE the HTTP response codes 401, 403, 406, 409
and 412 are most relevant.

HTTP
Verb

POST

GET

PUT

PATCH

DELETE

CRUD

Create

Read

Update/Replace

Update/Modify

Delete

Entire Collection (e.g. /customers)

201 (Created), 'Location' header with
link to /customers/{id} containing new
ID.

200 (OK), list of customers. Use
pagination, sorting and filtering to
navigate big lists.

404 (Not Found), unless you want to
update/replace every resource in the
entire collection.

404 (Not Found), unless you want to
modify the collection itself.

404 (Not Found), unless you want to
delete the whole collection—not often
desirable.

Specific Item (e.g. /customers/{id})

404 (Not Found), 409 (Conflict) if
resource already exists..

200 (OK), single customer. 404 (Not
Found), if ID not found or invalid.

200 (OK) or 204 (No Content). 404 (Not
Found), if ID not found or invalid.

200 (OK) or 204 (No Content). 404 (Not
Found), if ID not found or invalid.

200 (OK). 404 (Not Found), if ID not
found or invalid.
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JSON Web Token (JWT)
This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.

A JSON Web Token (JWT) is used when non-repudiation between parties is required. A statement, of which the data
is encoded in JSON, is digitally signed to protect the authenticity and integrity of the statement.

iSHARE uses signed JWTs in the following ways:

1. Inarequest for an OAuth Access Token or an OpenlD Connect ID token the client sends a signed JWT. The
client is authenticated based on the verification of the JWT's signature.

2. Delegation evidence is presented as a signed JWT. The signature of the Authorization Registry or Entitled
Party provides proof to other parties.

3. Inaresponse from a server iSHARE metadata is presented as a signed JWT. The signature is used to bind the
iSHARE metadata (such as license information) in the JWT to the content of the response.

4. Aservice from an iSHARE Service Provider MAY require a request to be signed.

On this page the generic requirements for a signed iSHARE JWT are specified.

General

AlliSHARE JWTs MUST be signed using the JWS specifications.

Header

For the header of an iSHARE signed JWT the following requirements apply:

+ Signed JWTs MUST use and specify the RS256 algorithm in the alg header parameter

+ Singed JWTs MUST contain an array of the complete certificate chain that should be used for validating
the JWT's signature in the x5c header parameter

« Certificates MUST be formatted as base64 encoded DER

+ The certificate of the client MUST be the first in the array, the root certificate MUST be the last

« Exceptfromthe alg, typ and x5c parameter, the JWT header SHALL NOT contain other header
parameters

Example JWT header

{

"alg": "RS256",

"typ": "IWT",

"x5c": [ "MIIGCDCCA/
CgAwWIBAgICEAQWDQYJKoZIhvcNAQELBQAwgZAXxCzAIBgNVBAYTAKSMMQswCQYDVQQIDAJOSDEPMAGGALIUECgW
GaVNIQVIFMREwDwWYDVQQLDAhTZWN1cmlOeTEOMCYGAIUEAwwfaVNIQVIFIESMIENTcnRpZmljYXRIIEF1dGhv
cmlOeTEmMMCQGCSqGSIb3DQEJARYXaW5mbOBpc2hhecmUtcHIvamVjdC5vemcwHhcNMTcwNjI3MDgyOTIzWhcNM
TgwNzA3MDgyOTIzWjCBNDELMAKGAIUEBhMCTkwxCzAJBgNVBAgMAKS5IMRIWEAYDVQQHDATBbXNOZXIKYWOXDZ
ANBgNVBAOMBmMLITSEFSRTERMA8GALUECwwIU2VjdXJIpdHkxIDAeBgNVBAMMF2LTSEFSRSBTY2h1lbWUgT3duzZXTI
gUE9DMSYwJIAYIKoZIhvcNAQkBFhdpbmZvQGlzaGFyZS1wecm9qZWNOLmM9yZzCCASIwDQYIKoZIhvcNAQEBBQAD
ggEPADCCAQoCggEBALp1YkOcu6U7M13mcQupWj+TADy/
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hwEHWmmGGFFRaLMURuujDsKCHeu89Lvq71QQWkxxJWAHP60Re3UCzCdMjXh6PoEQnnyC3dUgX3pGjQGloTOa7
tyMdMWzAW92MIW2BF8P7ZRM1Dskf7BIh1QPrF/p53+SOuexZNNSB3/
ZZjLpantIL3iFI9mxPKBIX2c5dY666rt3+fadLhGFOAtGI50M6BV3GMMNbx8sNQV+hCQO0eIirhkIi+080ovcHT
E7DP7+3BB2edDoCgSXStLHrodB8wZBBGLBgm7tqcDz5pkaDetIrsYKNXQQERFjU2TYurBlnll64pce/
SOU1iy+KDxhjcCAwWEAAaOCAVwwggFYMAKGALUdEWQCMAAWEQYJYIZIAYb4QgEBBAQDAgZAMDMGCWCGSAGG+EIB
DQQmFiRPcGVUULNMIEdlbmVyYXR1ZCBTZXJ2ZXIgQ2VydGlmaWNhdGUwWHQYDVROOBBYEFBEdKZ61hpM+ZDLNW
LKlbxbB1IVOMIG+BgNVHSMEgbYwgbOAFISGTdMUiapXImVUi9T21ZsCN9zroYGWpIGTMIGQMQswCQYDVQQGEw
JOTDELMAKGALUECAWCTkgxEjAQBgNVBACMCUFtc3R1cmRhbTEPMAOGALIUECgwGaVNIQVIFMREwWDWYDVQQLDAQ
TZWN1cmlOeTEUMBIGA1IUEAwwLaVNIQVIFIFJIvb3QxJjAkBgkghkiGOwOBCQEWF21luZm9AaXNoYXJITLXByb2pl
Y3Qub3InggIQADAOBgNVHQ8BATSEBAMCBaAWEWYDVROTBAwwCgYIKwYBBQUHAWEWDQYJKoZIhvcNAQELBQADg
gIBAANmOQHtsbfkVgxr6jJgtDvvIGQgmuryMpuellog6HZZ2QowZWrG8o/
4SAglpMPTuVUOUTABk5dVFOXnmBa5TRMI7h19dSM1HN1e6COWATRQENV/
v4qBe001lgfaD4cUAIDkHsIwWSM1lcelOoxVZNcdOwadXAQHgYduzBSdR8/
Ps3plvIDIE9lrGt7GkUzXxS3WU1XVss6nNKZFW1ZktqQH5Y+WEG/ /60+1Wf4aI6VHIuoRj10/
N1Evjct0Zx0yiZU2RrqwPqsrtBYbCPIuO+C19QM73pHY3zYgkWY4CLaewvyPZaY5KDBh7nZOp9NJI1Z2XWFuVI
DTZReH2ARXFpkWDaHmMhAcMZ9BigM+hx4IXeC68Vvwua+guypPJZfRyE33sox/lu8eclL2L7/
ehDgji8IESymUPI32CpKfMN1KKNL/
KEtftGPpuV+6iQNTE4hTCBcBaSf3dxsGHc10SC6Ke9tL4YRLiX3+YsHqYD98VLRRObBIQZGWXiqvSFsLCwKOM1
RIwsfb6BI9S+XMRATwr1liezBdHxXaH811T+WxJIfnDun6uxXUz4xTuzaVXsVOgvcY3quYp64LR6Rrhnc2DkNDzZ
U6JHYF7LX70rn8Lj180jjG1lge6119DLPQTkVyShTqCUV+9wrU2aEl6rqe2YAq/
1LJOdWOHS2pJcQjh1iDpAGGObwT",
"MIIGBDCCA+ygAwIBAgICEAAWDQYJKoZIhvcNAQELBQAwgZAxCzAJBgNVBAYTAK5SMMQswCQYDVQQIDAJOSDES
MBAGA1UEBwwJIQW1zdGVyZGFtMQ8wDQYDVQQKDAZpUOhBUKUXETAPBgNVBASMCFN1Y3VyaXR5MRQwWEgYDVQQDD
AtpUOhBUkUgUm9vdDEMMCQGCSqGSIb3DQEJARYXaW5smbOBpc2hhecmUtcHIvamVjdC5vemewHhecNMTcwNjI3MD
YXNDMOWhcNMj cwNjI1IMDYXNDMOW]jCBKDELMAKGA1IUEBhMCTkwxCzAJBgNVBAgMAK5IMQ8wDQYDVQQKDAZpUOGhH
BUKUXETAPBgNVBAsSMCFN1Y3VyaXR5MSgwJgYDVQQDDBIpUOhBUkUgTkwgQ2VydGlmaWNhdGUgQXV0aG9yaXR5
MSYwJAYJKoZIhvcNAQkBFhdpbmZvQGlzaGFyZS1wecm9qZWNOLm9yZzCCAiIwDQYJIKoZIhvcNAQEBBQADggIPA
DCCAgoCggIBAKiuQXA3R14zhAZ59xu436j8h5LaMYoMzFIRzeV+665E8bnoK2eQSC5aYMvsb8008DxHHjiqPJ
iIJW1nloT86UAKgaEENJ8/GhF+2kyOlybdpM21Q6bNwkI5vL4SD/
GYBPmWsVt7X6pLAkFsweXubwRzvrYXWcVm/z/3SHX9AZFg6HDZRsGGDNnRw14nHYpb/
oh7p5h6atI+X0a0D4HhQJ1ahQLVozIbbCFDfpKu9mrDXzKYDaNstrYn2DmbtV40BC5FW10TOHLO/
texnnhtNrjq6IVgUkZ54NHT8Y2EQNmajy8RilrLULIFHS/
ka@3w8sVOsXDsLeBwbx13BYHpisPMWpMIDFU8b92t1Yjk21UDnHgDUi5BHRARYqVZeWBSL+Qevpezr3mCLOyn
hGPy+tNyDjyVjb/y7h1ftAzZzodRwItQPzpKHCWQLSWX+JwM9lwu5uq6lcqxHGPSABOO/
MES8OKE32a4KnjCGYv1ZiPJtradOHZDRR/hEANen3HE3fTZE42u2wBLTfZB1D8Kxjc44vIv8L4J0aLllt/
00MT913sGCSIDPQUwWvV+/
VvYDV8ngkgzRCpFng2NrPaWao6RKI99bBMkKFQ4vsdtvwi42GK20BK70zXnNNS7B5qcljdVnrmmH8fCPJ/
s7L9BDYw/IKrd5wHaSH1kZ7/

DRa@fa2mMJj fLAgMBAAG]jZjBKkMBOGA1UdDgQWBBSORK3TFImqVyJ1lVIvU9tWbAjfc6zAfBgNVHSMEGDAWEBRL
YazzoNpuBb//4Sr1Ior0®iPO4RjASBgNVHRMBAf8ECDAGAQH/AgEAMA4GA1UdDWEB/
wQEAwIBhjANBgkghkiGOwOBAQsFAAOCAgEAQ7GRIQ3Q+TRUumxO0Xc+dGInx98EK1gD8ELUEpt1S+VROWAZ22Q
eLCPk/
NNDVs2AmCADZFOJoX2+RINjq7pX2+AxcL1lowWQoi3GRtL6GABHBYyulTfIfvodYjUipIlzmIvcWKzNNNCCOAQr
dtUJyRjZvGZt32K77aiRNGiSCtVyCBUFBPtqCkXIz86e/wzQlfwBeCRBOWDMoSdXbSkt/
tapyGoU70Aj2DVWbtKaCnkKiysE19r1RCiZI2WAHLcuU9iLVNM1Mfowv9avI+rVqg2YlKUOuUCIrD7s/
ILRLXg55VwqMJIT33/50NFnu3H8ebmgEhkGYStk7p3FGRxgptd20InqAt5nGlpspHQuD+vYBoKkkMw40qvy+ee
YkhyzKcJTKeOsfI29fyQx/
eFSmWRheT188+7jZQyCqEQpZRgtku+2KPQbCBxVeCfHacyS16+9Z0Vs1zXWGfIgXKXwZF1v6CDyL7bedJZEuUTU
1wUpKEUJH/IPmdp2ZMNMcss/BIdyf/

+pYwyMnB6DJocDwMj Im3cUEsbtT393wIieOmohWiu8myTxkCFN1VIs4W9chSx5/
DxVwDtFoT4nsqVK9F6DKYJAJ95UR+C+RiCS+x7t4r8cup0OAiIpg7IEGr5I9kd BXKAK78Pr/
oqZogFymWPzoWUy48Ye6WxaAAls+h6hVQ22MCg="",
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"MIIGCDCCA/
CgAwWIBAgIJANTKMSjuGT9KMAOGCSqGSIb3DQEBCWUAMIGQMQswCQYDVQQGEwWIOTDELMAKGAIUECAWCTkgxEjA
QBgNVBACMCUFtc3R1cmRhbTEPMAOGALUECgwGaVNIQVIFMREwDwWYDVQQLDAhTZWN1cml@eTEUMBIGAIUEAwwL
aVNIQVIFIFJvb3QxJjAkBgkqghkiGOwOBCQEWF21uZm9AaXNoYXJILLXByb2p1lY3Qub3InMB4XDTE3MDYyNzA2M
DY1NFoXDTM3MDYyMjA2MDY1NFowgZAxCzAIBgNVBAYTAK5MMQswCQYDVQQIDAJOSDESMBAGAIUEBwWwIQW1zdG
VyZGFtMQ8wDQYDVQQKDAZpUOhBUKUXETAPBgNVBASMCFN1Y3VyaXR5MRQwWEgYDVQQDDAtpUOhBUKkUgUmM9vdDE
mMCQGCSqGSIb3DQEJARYXaW5smbOBpc2hhcmUtcHIvamVjdC5vemewggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAW
ggTKAOICAQCUVV8gSQDXx7glPYvXxcuK6uDIWWZNZKdFOwWJIoGjcI1gPIWF3pP2xCIq5ZRNUQNpWOWT CWwOA4uZ f
CIWgISoISh4nE7UmMmfw45ms+7SwIxfc7E+Y4ffMDMyLcmvHYYLgGDoZu4gnpytsz+Xs1le8ESyNtI1XooZ60+
Clhe+XmXpSChOjh5Pnz7RHZz4cS7Zw38B9aNA3WktF+yR71jkTUN887aZAplmrNZoioGnM/
E1RFwnLqrk5E84k0TzexsNILBpBzoZkLPz8yYI0®0J42/
RT5m9YPOIRWMwWcgQgmBHIgMCaUOjAslex2Bx1uQtBIcti+DIf+ZIGPm/TcwsaCC+RbE51SmMqwXYe/
BoATAZKYSgG8outN+Fd3Ew3h3YJcA86wWDTObKMzS90SV1EjXc8v+40pp//AdWMPf2q151/
QotTj+SGP2cJQvcfRBI94IfG41IBoEK7FEUN2JUcowAdNsY fM7EdoKGhIn+bkCXnZR3bnfBKBAXH64MOp 71
1NukjPpEgemyM3//XKn/11XzU43rbazwbxyGBYq3AHV5i07MS1TwegD/hNmTOEGHffZ/
CzJghmeWvgmcmUALU2IFcDpmYZI3UI3SKzwaddi7/vcGer5VVDglRtVtvHk3eJRTOLOSFqHIWsSLuUnI/
dZSJE8pKpStG5Lzj7Y/psO1lBpahnwIDAQABo2MwYTAdBgNVHQ4EFgQUS2Gs86DabgW/ /
+Eq9SKK9Ij90EYwHWYDVROjBBgwFoAUS2Gs86DabgW/ /+Eq9SKK9Ij9OEYwDWYDVROTAQH/BAUWAWEB /
zAOBgNVHQ8BATfS8EBAMCAYYwWDQYJKoZIhvcNAQELBQADggIBABt+I4ZnS45c2IFsKV+BA8JIP50WCPoaly13PCE
LjedVfB4rXyF946+ILARCBZg35FO7WzHtm1/
afXh6entvVMEATEMH61N8sSRONoM3rHNYRtSIImIs2gSF8wgCOZd1py frBVu3f3SXbUgNjoe5tEW6xs0QsjjgN
nQiJIMIx6ea56L2kbW7E6kOs+Mck9Kz8ZQQB581PGyx3ahMLOrxbPoItbqKuyDwco7AzLf7ea9zyeQup8ubNDY
FaKJfiIDsnVbUPAG6FbTN4fSQpeeOK1fjrzSaUpeMOdOomjOZjwt6K7TW7ckxoIfOecW4dcPENpXImkBPQXsGxv
ClDf/6e/jPti3CPgxJF3747Hq6tBSHOGZzCrYv4bForQu43MzqZKHbX8FF1PpHSaiXJK/Hu8WJIDXXBg5Pedel/
13SajdTsUDsiFXkj/pYQuJeMOx/
EonozaCPcHwdPsvrénrrHWQXo4ayP7ntegJA3GrGXcaP+peEQmFInWgVwPq33C1TrPNaiMxHz5tox1OYhnbA+
5eH2CTBjDFInr2uaeh8BzbkdE29Wk0sqJZAIUEMmMRwWXcXxBW20JGAThF6MPFADjPYGOLjdjbwg2H+LQtRf+tE6
Z7TnwM/cAT4dEB7MeludrYucVjLLSNXCRKQaDKKZMoHhAciLeKLMrSgUDaAi0AUKXduCymUw3n"

]

3

Payload
For the payload of an iSHARE signed JWT the following requirements apply:

« The JWT payload MUST conform to the private_key_jwt method as specified in OpenID Connect
1.0 Chapter91!?

« The JWT MUST always contain the iat claim

+ Theiss and sub claims MUST contain the valid iSHARE identifier of the client

+ The aud claim MUST contain only the valid iSHARE identifier of the server. (Including multiple
audiences creates a risk of impersonation and is therefore not allowed)

« The JWT MUST be set to expire in 30 seconds. The combination of 1at and exp claims MUST reflect
that. See Dates and times for requirements

« Depending on the use of the JWT other JWT payload data MAY be defined

Additional rationale

1In OAuth 2.0 clients are generally pre-registered. Since in iISHARE servers interact with clients that have been
previously unknown this is not a workable requirement. Therefore iSHARE implements a generic client
identification and authentication scheme, based on iSHARE whitelisted PKls.
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2 Since OAuth 2.0 doesn't specify a PKI based authentication scheme, but OpenID Connect 1.0 does, iSHARE
chooses to use the scheme specified by OpenlID Connect in all use cases. This is preferred above defining a new
proprietary scheme.

Example JWT payload
{
"iss": "EU.EORI.NL123456789",
"sub": "EU.EORI.NL123456789",
"aud": "NL.KVK.12345678",
"jti": "378a47c4-2822-4ca5-a49a-7e5alccT7ea59", // Note this 1is not necessary a GUID
"exp": 1504683475, // Equals iat + 30 seconds
"jat": 1504683445

Processing a JWT

« Aserver SHALL NOT accept a JWT more than once for authentication of the Client. However within it's
time to live a Service Provider MAY forward a JWT from a Service Consumer to one or more other
servers (Entitled Party or Authorization Registry) to obtain additional evidence on behalf of the Service
Consumer. These other servers SHALL accept the JWT for indirect authentication of the Service
Consumer during the JWT's complete time to live

« Aserver SHALL only accept a forwarded JWT if the aud claim of the forwarded JWT matches the
iss claim of the JWT from the client that forwards the JWT

« JWT contents that are not specified within the iISHARE scope SHOULD be ignored
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OAuth 2.0

This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.

iSHARE uses the OAuth 2.0 protocol for authenticating parties and providing access tokens when requesting access
to a service within iSHARE.

On this page a brief description of OAuth is provided. For the most recent version of the OAuth 2.0 specification click
on this link.

Furthermore this page describes the generic iISHARE Authentication flow.

iSHARE facilitates an ecosystem within which parties can interact with previously unknown parties, pre-registration
is therefore not a prerequisite and thus requires alterations to the official standard.

Generic OAuth 2.0 requirements

In addition to the specifications below, for all uses of OAuth 2.0 the following requirements apply:

+ Clients MUST NOT be pre registered. A look-up in the iSHARE adherence registry is sufficient. It is up to

the server create a new entry for Clients that perform requests for the first time *

e The client_id MUST contain the valid iSHARE identifier of the client

« Forinteroperability reasons clients SHALL only make HTTP GET calls to the /oauth2.0/token
endpoint.

« Servers SHALL NOT issue refresh tokens

Additional rationale

1In OAuth 2.0 clients are generally pre-registered. Since in iISHARE servers interact with clients that have been
previously unknown this is not a workable requirement. Therefore iSHARE implements a generic client
identification and authentication scheme, based on iISHARE whitelisted PKls.

iSHARE authentication flow

Based on the described standards and specifications in this scheme, the generic iSHARE Authentication flow is
described in the following sequence diagram.
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ISHARE Generic Authentication flow
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Access token specifications in OAuth 2.0

Used to obtain an OAuth access token from a party that exposes an iISHARE API.

Based on the requirements in https://tools.ietf.org/html/rfc6749

OAuth access token API specifications example

GET

fauthorisation_registry/oauth2.0/token ]

Used to obtain an OAuth access token from the Authorisation Registry

Paramet
er

grant_t
ype

scope

client_
id

client_
asserti
on_type

client_
asserti
on

Cont
ained
in

query

query

query

query

query

Re
qui
red

Yes

No

Yes

Yes

Yes

Description

OAuth 2.0 grant type. MUST contain “authorization_code”

OAuth 2.0 scope. Defaults to "iSHARE", indicating all rights are requested.
Other values MAY be specified by the APl owner and allow to get tokens that
do notinclude all rights

OpenlID Connect 1.0 client ID. Used in iSHARE for all client identification for
OAuth/OpenID Connect. MUST contain a valid iSHARE identifier

OpenlID Connect 1.0 client assertion type. Used in iSHARE for all client
identification for OAuth/OpenID Connect. MUST contain
“urn:ietf:params:oauth:client-assertion-type:jwt-bearer”

OpenlID Connect 1.0 client assertion. Used in iISHARE for all client identification
for OAuth/OpenID Connect. MUST contain JWT conform iSHARE specifications
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Example OAuth token request

https://randomserver.com/authorisation_registry/oauth2.0/token?
grant_type=client_credentials&
scope=iSHARE&client_id=EU.EORI.NLOOOOOGOO1&client_assertion_type=urn:iet
f:params:oauth:client

-assertion-type:jwt-
bearer&client_assertion=eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCISInglYyI6WyJIN
S

UTHQVRDQOE rbwWdBdO1CQWdIQOVBb3dEUV1KS29aSWh2YO5BUUVMQLFBd2daQXhDek FKQmdOV
kJIBWVRBazVNTVFzdONRWU
RWUVFJIREFKT1NERVBNQTBHQTFVRUNNdOdhVk5JUVZKRk1SRXdEd11EVIFRTERBaFRaVvV0O4xY2
1sMGVURWONQ1THQTFVRUF
3d2ZhVk53JUVZKRK1FNU1JRU5sY25ScFptbGpZWFJsSUVGMWRHaHZ jbWwwwZVRFbU1DUUdDU3F
HUOTiMORRRUpBUl1lYYVcl
bWIwQnBjMmhoY21VdGNISNnZhbVZqZEM1dmNtY3dIaGNOTVRjeE1ERXINRGA6TXpVNVdoYO5N
VGd4TURJeU1lEZ3pNelUlV
2pDQmxURUXNQWtHQTFVRUJoTUNUa3d4Q3pBSkInT1ZCQWANQWs1SULSSXdFQVLEV1FRSERBD
EJiWE4wWlhKallXMHhEek
FOQmdOVkJIBbO1CbWxUUOVGU1JURVANQLFHQTFVRUN3dO5SSFZOYlhrZ1ptOX1IRkIQUXpFVU
1CSUdBMVVFQXd3TFRrd3d
NREF3TURBdO1ERXhKakFrQmdrcWhralUc5dzBCQ1FFVOYybHVabT1BYVhOb11lYSmxMWEJ5Y]J
wbFkzUXViMOpuTU1JQklq
QU5CZ2txaGtpRz13MEIBUUVGQUFPQOFROEFNSUTCQ2dLQOFRRUF2LZzVmdE1lwdTE®@bNn12MG9D
UmRYydEpsVk9icEVOTmpkT
FNNSSs3SzJOLO5GWHTOUGFQM3c0ajB2a29Ma@1VUmIEaTI3S290UXNganJEM21yR1RWN1Zqd
WlaSzM1IWlZPMGtlczlyZU
hoeTNHNNIXxMTJ4S2x1IN3QwWmIxU2I2U3hrMW94cOFXxQWppOUsyemtwNO55UWOONVd40FJEQZz
BsTytYalBpbExXUZEp2V1V
nWktlVkRmc116QjV5NXc2WG90aE1VNGgyNzBoVUNibkYwZ1FyQjFzLORPeC9yd2xgMHc5ZmR
TYjlsZk9SdzE2SUM5T3B3
VzdsQU5kdTFkeTY4RnpGdHdxK1BHNXJIBWThXOGU3MGNiTOhSSVRERjNKSjR1lelEzYONsaF1B
Q3JPdUEvdkV2bnUOMzNOb
ml3UGVGa2VWSGhgQlIz0G53Rz1jQWIGU2d2Sm9rM1FIREFRQUIVNELCWERDQOFWZ3dDUV1EV
1IwVEIBSXdBREFSQmdsZ2

hrZe@JodmhDQVFFRUJBTUNCaOF3TXdZS1T1IWk IBWWIOUWdAFTKkIDWVAKRTL3Wlc1VFUwd2dSM1
Z1IWlhKaGRHVmtJIRk5sY25
abGNpQkRaWEowYVdacFkyRjBaVEFkQmdOVKhRNEVGZ1FVZnpHMELFMEV20FBXZUNTbHIVTXV
OTmlKkNFAOd2diNEdBMVVk
SXdTQnRgQOJIzNEFVamtaTjB4UOpxbGNpWLZTTDFQY1ZtdoOkzMO91aGdaYWtnWk13Z1pBeEN6
QUpCZO5WQKFZVEFrNU1NU
XN3Q1FZRFZRUU1TEQUpPUBGRFUO1CQUABMVVFQNd3STFXMXpkR1Z5WkdGdE1ROHAEUVLEV1FRS
ORBWNBVMGhCVWtVeEVUQV
BCZO5WQkFzTUNGTmMXxZM1Z5YVhSNU1SUXdFZ11TEV1IFRRERBAHBVMGhCVWtVZ1VtOXZKREVtTU
NRRONTcUdTSWIZRFFFSkF
SWVhhVzVtYjBCcGMyaGhjbVVOYOhKdmFtVmpkQzV2Y211QOFoQUFNQTRHQTFVZER3RUIVd1F
FQXdIRM9EQVRCZO5WSFNV
RUREQUtCZ2dyQmdFRkJIRYORBVEFOQmdrcWhraUc5dzBCQVFzRkFBTONBZOVBRGpvUV1xdjVI
S3pKckY5bUttUy9PQjMvM
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OFodFJIQVm1IWRHFKTmMNPdytHVTEOSXNLczQWN3ArbFhuMmhON2VaUEpwSVpyVDdqQz12ZnVOT
G1PbzEybXZOY1BGeTdDcT
krU11CNKEVZ2NXKONZemIrKzBWM300Z1R5Y1ZjRXVRQWc40DM5TWM2c INhSXRha@Q3YnN1Y2
EvTldyZFVqSUUleDBNQ2Z

YQ21WTS9NeXd INHAGAEE5ZU5yNOZ1SUN4LOIhdkVnSU8rVmRFADBKVUp6WGNYKOWrbGM1TOF
CQUINidHZjT2pWb1RHRDVU
T3ZodFdrQy80eWpaVmx3Y2EyK1E40VBGcVI20TRYRjhvcOszWFZTWGZVK2pmUk50KOEyeXpW
TmpaemVucDF6alRiZkdua
XBDek9Qc11aMGxDUzZPUkF3cDdoZ1BrS3hJb1BqTjIKTELI1TzAyWVZkV2t2SFVVTXNoNOFOM
jhORGM2TEVsTjclZlgxbn
VPdjgxMUcyYURxUOd6RNcOSkdRU251R3hsaD1lMekdzaEkxaWorTm5pQm5u0TY rMGpHSm50Sj
JGY3F1Y2dpZ21tSWVvYGh
6Qj1LV3Q3eFRzZmdnVFduZjd3dzA30GgvZStrNFZ3V2J3ITjUrcXdURHFra2poTHh6Vm9jTzR
HVWw2RzZXUmg2VHp6ekFq
SUNiS1BZclI5VWcxaGYXSFNOCGI3RHUIMWIXVStmV1VZVOFRcVVSakV2ZokoaFBmcVhyaOx5
NVR60VdLQ1diROhyRNR5Z
V1XdGpxenhXdz1pN3Fwc3d3S002M1RLQ1dVVWIONTLITitFSTZqczhUMTc2b2tkSkVUUFRa0
XpGcjNvNHBIVERBSOVORE
hmcjJIwT293emZsazlhM3F3RTkvNndxM1lhhalI1R289I119.eyJpc3MiOiJFVS5FT1JILK5MM
DAWMDAWMDAXIiwic3ViIlj
071RVUURU9SSS50TDAWMDAWMDAWMSISImpOaSI6InpGMXFHSOJ2NzgiLCIpYXQi0iIXNTEzMD
cwODY3IiwiZXhwIjoxNTE
zZMDcwODK3LCJIuYmYi0jE1IMTMwWNZA4NjcsImF1ZCI6Tk5MLKVPUKkuTkw4MTIONTg4MzcifQ.
bPOTFBBg8pedwWkfoRKMt1
uaafalbfWkgSObePtOSKxVOVOPUbluencLihV086HWIeqO07DBZ2jx_rn96Ffpojinn2z2aQn
BSXO6IYPTYYcze543-wb-
8vCor7hM6idGBbDCmeKQVFrIYaYmt34GeUOUjWnNMPGdh90vzbhqgPU1ZixtUWfQYnONXYJf
TRGMEhmRybXm2zF1@ooom

1d-
z0ZzwuTAzfZqa2rM986VG8WikewxN2IUafhKoQ_w42MB6WpPki8aOEJO7xUZozSybSQvFRWY
KXN-TCtixp3B5nGo9T

uZvkOf1fORpL8-zTU2DQOFNhz8p7gwF10srNYYv3Sw

Responses
Code Description
200 OK

Example value

{
"access_token": "string",
"token_type": "string",
"expires_in": 3600

}

OAuth 2.0 general description
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OAuth is an open standard for authorisation which is used by i.e. Google, Facebook, Microsoft, Twitter etc. to let
their users exchange information about their accounts with other applications or websites. OAuth is designed to
work with HTTP.

Through OAuth users can authorise third party applications or websites to access their account information on
other "master" systems without the need of exchanging with them their credentials to login onto the platform.
OAuth provides a "secure delegated access" to resources (email accounts, pictures accounts, etc.) on behalf of the
resource owner.

It specifies a method for resource owners to authorise third parties access to their resources without

exchanging their credentials (username, password). Authorisation servers (of the platform) issue access tokens to
third party clients (applications or websites) with the approval of the resource owner (= end user). The third party
client needs the access token to get access to the resources that are stored on the resource server (of the master
system).
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OpenlID Connect 1.0
This part of the iISHARE Scheme is considered normative and is therefore compliant with RFC 2119.

Besides Machine2Machine interaction, it can occur that it is relevant if a specific person requests data or a service.
In order to provide a Service Provider with identity information on a human subject, iISHARE uses the OpenID
Connect 1.0 protocol.

The iSHARE use of OpenlID Connect 1.0 is based on the requirements from the official standard.

iSHARE facilitates an ecosystem within which parties can interact with previously unknown parties, pre-registration
is therefore not a prerequisite and thus requires alterations to the official standard.

Generic OpenlD Connect 1.0 requirements

In addition to the endpoint specifications described in the iISHARE Developer Portal, for all uses of OpenID Connect
1.0 the following requirements apply:

+ Clients MUST NOT be pre registered. See Generic/oauth2.0/token for more details.

« The client_id MUST contain the valid iSHARE identifier of the client

« Forinteroperability reasons clients SHALL only make HTTP GET calls to the /oauth2.0/token
endpoint.

« Servers SHALL NOT issue refresh tokens

Description

OpenlID Connect (OIDC) is the authentication layer that is built on top of OAuth 2.0 protocol which is an
authorization framework. The OIDC authentication layer allows clients to verify the ID and obtain basic profile
information of their end-users

The authentication is performed by the authorization server (managing the access rights and conditions) in an
interoperable and REST-like manner.

OpenlD Connect's building blocks

OIDC specifies a RESTful HTTP APl using JSON as data format.

REST (Representational state transfer) or RESTful web services provide a method to achieve interoperability
between computer systems and the internet.

APIs (Application Programming interfaces) enable Machine to Machine (M2M) communication where one machine
calls upon the software functionality of another machine. They facilitate connectivity between applications. Itis a
software architectural approach that revolves around the view on digital interfaces that APIs provide self-service,
one-to-many, reusable interfaces.

With OIDC a broad range of clients (web-based, mobile, JavaScript) can request and receive data about
authentication sessions end-user profiles.

The specification is extensible (meaning it takes future growth into consideration) and supports optional features
for encryption, ID data, discovery of OpenlID providers and session management

OpenlID Connect 1.0
OpenlID Connect 1.0 is an adapted version of OpenID, combined with OAuth 2.0.
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OpenlID Connect performs many of the same tasks as OpenlID 2.0, but in an API-friendly way and usable by native
and mobile applications.

OpenlD Connect defines optional mechanisms for robust signing and encryption.

Whereas the integration of OAuth 1.0a with OpenID 2.0 required an extension, in OpenID Connect, OAuth 2.0
capabilities are integrated with the protocol itself.

iSHARE H2M authentication flow

Based on the described standards and specifications in this scheme, the generic iISHARE Human2Machine
Authentication flow is described in the following sequence diagram.
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Generic H2M authentication flow

Human browser client Service Provider |dentity Provider
Human user
L I I [
I I I
Input | | |
> | |
| . I I
| Request service > |
I I I
| | Select Identity Provider |
I I
I I
I I I
- 4 |
I I I
| Redirect [ /authorize ] to Identity Provider in browser _ |
r——~~"~"~""~""">">"">7° |
T I I I
| | | | Authenticate
| | | human user
I I I :I
I I I I
| | Return to Service Provider in browser |
L R e T 1
I I I
I I I I
I i o I
I I I I
| | | GET foken |
| | | >
I I I I
200: OK
| | < I
I I | I
| | | GET Juserinfo |
| | | >
| | | 200: OK |
1 | » : |
I | |
| Access to service | |
e 1 |
_ | | |
Login successful | | |
I I I
I I I
T I I I
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iSHARE Identity JWTs

The OpenlD Connect 1.0 flow contains 2 important iISHARE-specific JWTs, which are described in more detail in this
section of the developer portal.

/\ Authorisation in OpenID Connect flow

The generic OpenlD Connect 1.0 flow does not take into account Authorisations of a human. However, in
iSHARE it is essential that authorisations of a user are combined with their identity details before a service
can be offered. This authorisation flow is heavily dependent on the pseudonym used to refer to humans
without exposing their identity. This section of the scheme is under construction and parties wishing to
implement authorisations of a user are advised to contact support@ishareworks.org.
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